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Abstract 
Research literature widely discusses the opportunities of process mining to support audit processes. 
By using process mining tools that can automate one or more steps of the auditing process, auditors 
can put more focus on the analytic side of auditing, instead of data gathering and taking samples.  
However, an approach for conducting process audits with support of process mining tools is still 
lacking. 
This report presents the application of process mining as a component of business process auditing, 
executed within the context of a Dutch municipality. Required elements of the auditing approach are 
defined using the literature research conducted prior to this report. An auditing approach that 
integrates these elements is developed.  
In the empirical part of our research, the auditing approach is applied to two process auditing cases. 
The results of the case studies are used to evaluate the hypotheses that process mining can be a part 
of process auditing methods and estimate the required activities of the preparation of the process 
log data and the audit statements for process mining tools. The case studies show that the 
development of a normative process, collecting the set of audit criteria and analyzing of the 
completeness of the log data were limiting factors for automation of the audit. Other results concern 
with the identification the audit criteria that can and cannot be formalized because of 
incompleteness of the log data (82% vs 70% of all limitations) or because of imprecise formulation. It 
was found that (20% vs 52%) of audit criteria can be translated into filters used by process mining 
tools, allowing for identification of non-compliant cases. Relating the audit criteria to filters and 
using process mining tools for auditing makes the audit fast, repeatable and based on all process 
cases instead of samples. 
Key Terms 
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1. Introduction 
 
1.1. Background 
 
Auditing is a standard business practice with many applications. Traditionally, the first thing that 
comes to mind when thinking about auditing is a financial context, aimed for example at examining 
compliancy of a business to tax rules and regulations.  This is only one of many uses. Today, one can 
audit maintenance engineering practices, health and safety issues, ethical conduct, and of course a 
wide variety of IT-related practices such as Information Systems Security, access controls and 
business processes.  
Conducting a process audit is effort consuming, as human input is needed for all aspects mentioned 
in the generic audit definition: obtaining audit evidence, examining the evidence against audit 
criteria and reporting the audit findings. To alleviate this effort, conducting an audit can be 
supported with methods and tools.  
When introducing the research field of process mining, (W. van der Aalst, 2012) presented the 
extracting of knowledge from event logs of information systems as an opportunity to discover 
processes, check conformance of processes against a predefined model and enhance models.  
Auditing a process can be seen as a form of conformance checking, used by the auditors to find out if 
the process as implemented in the information system obeys the same business rules as the reference 
model. By using process mining tools that can automate one or more steps of process mining, auditors 
can put more focus on analysing conformance instead of data gathering and taking samples. Recently, 
the necessary techniques have made an appearance in an ever-increasing number of commercial 
process analysis tools, such as Fluxicon Disco1. However, use process-mining supported auditing of 
business processes is still not widely applied in practice. In the literature part of this thesis, the 
necessary elements of such an approach are investigated and an extended approach is formulated. 
This approach is evaluated in the experimental part of this study. Two cases of process audits are 
conducted, using a structured process mining approach for support. The limitations related to 
application of process mining are mapped to various steps of the approach. Finally, the limitations 
identified are used to identify areas for future research.  
1.2. Context 
 
The research conducted in this thesis is positioned in the intersection of the fields of process mining, 
business rules and auditing research. Definitions of both the field of process mining and auditing 
research are used to describe the elements necessary to formulate a complete process auditing 
approach and are elaborated in paragraph 2.3 of the literature review. The empirical part of the 
research is executed in the business context of a Dutch Municipality (City of Eindhoven), where two 
real-life process audit cases are conducted with support of process mining tooling.  
 
                                                          
1 http://fluxicon.com/products/ 
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1.3. Relevance 
 
Theoretical: The application of process mining depends on the availability of event data in the 
information system. It is not a trivial challenge to develop standard methods that enable non-
process mining-experts (auditors) to use information found in event logs in their day-to-day work. 
This thesis adds knowledge to the current practice of business process auditing and to extend the 
field of process mining with a methodology for the auditing of processes. 
Business context: Traditionally, auditing is conducted by selecting random cases from an information 
system and comparing them with a formal process model, in order to verify a number of auditing 
criteria (such as separation of concerns for some tasks in the process). This takes time and effort, 
which could possibly be reduced by automating it. It could also help in improving the consistency 
and comparability of audits that are conducted in multiple time periods. Finally, it enables auditors 
to audit all instances of a process instead of a taking a sample, increasing validity of the findings. 
1.4. Problem definition 
 
The problem addressed in this thesis can be summarised as follows: 
 
 
Literature suggests that process mining techniques and tools can support the conducting of 
business process audits, but the adoption of process mining as support for business process 
auditing is still limited in real-life business environment. 
 
1.5. Research goal 
 
In order to address the problem stated in the previous paragraph, the research goal is to understand 
what factors limit the application of process mining as support for process auditing, and develop an 
approach that addresses the limiting factors. Consequently, we evaluate this approach in the 
empirical part of the thesis. 
 
The main research question can be formulated: 
 
 
In what way can a process audit be conducted, so that it is supported by process mining 
techniques and tools? 
 
 
This question can be answered by addressing a number of sub questions. The first four questions will 
be reviewed in the literature research part of this thesis: 
 
1. What is the place of process auditing among other types of auditing? 
2. What are the elements of process mining aimed at auditing? 
3. How can the use of process mining to support the auditing of business processes be 
approached?  
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4. What are limiting factors in the use of process mining for auditing business processes? 
In the empirical part of the thesis, the following sub question is answered: 
5. What factors limit the structured approach of a business process audit supported by process 
mining? 
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2. Literature research 
 
This chapter presents the results of the literature research that was done in preparation for the 
empirical part of the thesis. The complete literature report can be found in Appendix 1: Literature 
Research. 
2.1. Approach for Literature Research  
 
As a starting point for the literature research the question central to this thesis was revisited and 
broken down into its components.  This yielded four sub questions mentioned in section 1.5, that 
can be answered by examining current literature on the relevant topics. 
 
In all four questions, the concepts of auditing frameworks, process auditing and process mining 
techniques can be discerned. Also, a definition of concepts central to the practice of auditing is 
needed. We started our research with a search on the following terms: 
1. Process Auditing 
2. Audit framework 
 
The field of process mining is a relatively young field of study but already has produced a large 
number of scientific papers. To get a good overview and hands-on experience, a Massive Open 
Online Course (MOOC) was followed. Using this as a basis, further literature research was done using 
the term: 
 
3. Process Mining techniques 
 
During our research, it became evident that a link between auditing and process mining was needed. 
For this, more searching was done using the term: 
4. Business Rules 
For all search terms, Google Scholar was used as the primary search engine. In addition, a list of 
relevant process mining literature that was provided on www.processmining.org was evaluated for 
relevant papers. In case relevant articles were found in our primary research questions, the 
references mentioned in these articles were checked for more interesting material. 
 
2.2. Literature Research execution 
 
Conducting the search on terms in Google Scholar yielded the following search results: 
 
Term #. Hits 
Process auditing +/- 515.000 
Audit framework +/- 1.200.000 
Process Mining Techniques +/- 2.600.000 
Business rules +/- 2.150.000 
Table 1: Search results by # hits 
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As can be seen, a large body of research was available for all search terms. As it was not feasible to 
check all these for relevance, we used articles that were frequently cited as a starting point for 
narrowing down the results. To further determine the relevance of an article, a first scan consisted 
of reading the abstract and conclusion. Only the relevant articles were listed in Endnote, which was 
used as a repository.  
 
Next, all relevant articles were read in full and reviewed in light of the four sub research questions 
that needed to be answered. On the basis of contribution to these questions, an article was used in 
the literature report or discarded. For all articles, relevant references were noted as well. The final 
article count is stated in Table 2.  
 
Term #. Relevant # used 
Process auditing 4 2 
Audit framework 9 4 
Process Mining Techniques 12 7 
Business rules 4 2 
Table 2: Article count 
An overview of references used in the literature research can be found at the end of the literature 
report in Appendix 1: Literature Research. 
2.3. Results of the Literature research 
 
The literature research is concluded by revisiting the sub-questions stated in section 1.5. The 
outcome will act as the theoretical fundaments for the modelling and empirical part of our thesis. In 
the following sections, results of the literature research are summarized for all sub-questions. 
2.3.1. What is the place of process auditing among other types of auditing?  
 
Audits can be applied to evaluate business processes. According to (Russell, 2006), business process 
audits are used to achieve a number of objectives: 
- Measuring conformance to standards and requirements of the product that is delivered 
through the process; 
- Measuring the effectiveness of the process and the instructions that deliver the product.  
Auditing a process can be seen as a form of conformance checking, that is used by auditors to find 
out if the process as implemented in the information system obeys the same business rules as the 
reference model. By using process mining tools that can automate one or more steps of process 
mining, auditors can put more focus on analysing conformance instead of data gathering and taking 
samples. Recently, the necessary techniques have made an appearance in an ever-increasing 
number of commercial process analysis tools. However, literature research did not yield a tested 
approach for conducting business process audits using process mining techniques. 
To identify elements that are needed for such an approach, first we examine the structural elements 
of audits in general. 
Karapetrovic and Willborn (2000) show in their study of definitions, concepts and the fundamental 
principles and practices of auditing that a variety of audit definitions exists that are applied in a 
range of audit topics. The auditing of a business process is an activity that can be applied in different 
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business contexts; this is why a generic definition of auditing and related terms is needed. The 
diagram presented in Figure 1 summarises audit terms in context. Indicated in red are audit-related 
terms central to this study. 
 
Figure 1 : Audit Concept Diagram. Adapted from " Generic audit of management systems: fundamentals" by 
Karapetrovic, S., & Willborn, W., 2000, Managerial Auditing Journal, 15(6), 279-294 
As can be seen in the diagram, a process audit is one of many audit types, which is aimed at the 
auditing of a specified business process against documented procedures.  In combination with the 
generic audit definition, we can define the process audit independently as  
‘An independent and documented system for obtaining and verifying evidence concerning a business 
process, against documented procedures that constitute the audit criteria, and reporting the process 
audit findings, while taking into account audit risk and materiality’. 
In addition to this definition, the fundamental structural elements that will be used in this thesis are 
control objectives, audit process, audit criteria, audit evidence, and audit findings. 
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Control objectives 
To start the process of an audit, input is needed about the objectives and regulation that functions   
as basis for formulating audit criteria. The business process has to be checked for compliance to 
these audit criteria.  Three widely used control frameworks were evaluated as a source of control 
objectives and their use for generating audit criteria.  
1. The COSO framework became widely accepted as the standard for the design and operation 
of internal control systems for companies adopting and evaluating internal control related to 
operations, compliance, and financial reporting (Martin, Sanders, & Scalan, 2014).  
2. The Control Objectives for Information and Related Technology (COBIT) can be used as an 
extension of the COSO framework (Tuttle & Vandervelde, 2007). COBIT places emphasis on 
the business need that is satisfied by each control objective (Ridley, Young, & Carroll, 2004) 
3. ISO/IEC 27002 provides best practice recommendations on information security.  
After reviewing, we conclude that it is not possible to derive audit criteria from control frameworks 
in a direct way, without first transforming the abstract principles and objectives into concrete audit 
criteria concerning the business domain to be audited.  For the first step of this transformation, the 
framework that is the most suitable has the highest number of control objectives that concern the 
business process itself, as opposed to business environment.  
The most important concepts defining process auditing are: 
Audit process 
The audit process is the interrelated set of activities that is performed with the goal to transform 
audit evidence into audit findings. For the scope of this thesis, this includes all activities of process 
mining that are a part of the transformation.  
Audit criteria 
To evaluate control objectives that are formulated in a generic manner, business process-specific 
audit criteria are needed that are used to check conformance. In this thesis audit criteria are central 
to the auditing approach supported by process mining, as they provide a link between the domain of 
auditing and the domain of process mining. To be used as such a link audit criteria must be 
formulated in a way that can be evaluated by using process mining techniques. 
Audit evidence 
The sources of audit evidence are relevant to this thesis, as they provide the information that is used 
for mining of the process and verification of the audit criteria. In the traditional approach of business 
process auditing, audit evidence consists primarily of samples of process output that is manually 
evaluated for conformance to a normative process model. For use in a process mining approach, the 
audit evidence has to be available in the form of an event log of the information system that is used 
to support the business process. 
Audit findings 
As a result of the process of auditing, the audit findings consist of the verification of all audit criteria 
against the audit evidence. Non-conformity to the audit criteria is reported and can be used for 
analysis of the underlying factors.  
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2.3.2. What are the elements of process mining aimed at auditing? 
 
To answer this sub question, elements of process mining and the application of business rules to 
compose audit criteria are explored. 
Process mining: general principals 
Organisations execute business processes to achieve their business goals. Nowadays, most business 
processes are supported by information systems (IS), that help users of the IS within the 
organisation to complete the business process in an efficient manner. In most modern businesses, 
process auditing is conducted mainly by inspecting the Information Systems that collect the state 
and data of cases flowing through a business process. 
An information system can support a business process by automating a number of activities. To do 
this, a workflow of the supported tasks is presented for the user to follow. This workflow can change 
when the user of the IS makes one or many decisions regarding the preferred order of the activities. 
The resulting ordering of activities is called the control flow (W. M. P. van der Aalst, 2011) and can 
be analysed using process mining techniques.  
Process mining is defined as the activity of discovering, monitoring and improving real processes 
(i.e., not assumed processes) by extracting knowledge from event logs that are present in 
Information Systems (W. M. P. van der Aalst, 2011).  
Event log 
Central to process mining is the event log, which contains log entries of events that are captured by 
an information system. Each entry of the log consists of at least the following information:   
 case designation  
 activity label 
 time stamp. 
Table 3 shows a part of the event log of the grant application information system, exported from the 
production database. 
 
Table 3: Sample log of grant application process 
There can be additional fields in each entry such as a designation of the person or role executing the 
activity, or an additional time stamp for duration of the activity. However, such fields are not 
mandatory. The event log of a process can be seen as a record of all log entries for that process in a 
certain time interval.  
CASE NUMBER ACTIVITY RESOURCE ANOMS DATE ACTIVITY GRANT TYPE AMOUNT GRANTED GRANT CATEGORY CASE NAME
201400001 Openen dossier SD18 1-8-2013 00:00 Meedoen en Maatschappelijke participatie4000 01. Klein (t/m 5.000 EUR) diverse activiteiten 2014
201400001 Aanvraag ontvangen SD5 30-9-2013 00:00 Meedoen en Maatschappelijke participatie4000 01. Klein (t/m 5.000 EUR) diverse activiteiten 2014
201400001 Ontvangstbevestiging aanvraag volledig SD5 4-10-2013 00:00 Meedoen en Maatschappelijke participatie4000 01. Klein (t/m 5.000 EUR) diverse activiteiten 2014
201400001 DI Datum ontvangstbevestiging aanvraag volledigSD5 7-10-2013 00:00 Meedoen en Maatschappelijke participatie4000 01. Klein (t/m 5.000 EUR) diverse activiteiten 2014
201400001 Toevoegen component(en) SD5 4-12-2013 00:00 Meedoen en Maatschappelijke participatie4000 01. Klein (t/m 5.000 EUR) diverse activiteiten 2014
201400001 Beoordelen aanvraag SD5 14-12-2013 00:00 Meedoen en Maatschappelijke participatie4000 01. Klein (t/m 5.000 EUR) diverse activiteiten 2014
201400001 Verlening conform aanvraag SD5 15-12-2013 00:00 Meedoen en Maatschappelijke participatie4000 01. Klein (t/m 5.000 EUR) diverse activiteiten 2014
201400001 Kies werkproces SD5 31-12-2013 00:00 Meedoen en Maatschappelijke participatie4000 01. Klein (t/m 5.000 EUR) diverse activiteiten 2014
201400001 DI datum verlening conform aanvraag SD5 31-12-2013 00:00 Meedoen en Maatschappelijke participatie4000 01. Klein (t/m 5.000 EUR) diverse activiteiten 2014
201400001 Vaststelling ambtshalve SD5 17-5-2015 00:00 Meedoen en Maatschappelijke participatie4000 01. Klein (t/m 5.000 EUR) diverse activiteiten 2014
201400001 DI Datum vaststelling ambtshalve SD5 31-5-2015 00:00 Meedoen en Maatschappelijke participatie4000 01. Klein (t/m 5.000 EUR) diverse activiteiten 2014
201400001 Afsluiten, dossier afgehandeld. SD5 31-12-2015 00:00 Meedoen en Maatschappelijke participatie4000 01. Klein (t/m 5.000 EUR) diverse activiteiten 2014
201400002 Openen dossier SD18 1-8-2013 00:00 Meedoen en Maatschappelijke participatie5775 02. Middel (5.000 EUR t/m 50.000 EUR)soos bijeenkomsten 2014
201400002 Attentiebrief jaarlijkse aanvraag SD23 10-8-2013 00:00 Meedoen en Maatschappelijke participatie5775 02. Middel (5.000 EUR t/m 50.000 EUR)soos bijeenkomsten 2014
201400002 DI datum attentiebrief SD23 20-8-2013 00:00 Meedoen en Maatschappelijke participatie5775 02. Middel (5.000 EUR t/m 50.000 EUR)soos bijeenkomsten 2014
201400002 Aanvraag ontvangen SD23 30-9-2013 00:00 Meedoen en Maatschappelijke participatie5775 02. Middel (5.000 EUR t/m 50.000 EUR)soos bijeenkomsten 2014
201400002 Ontvangstbevestiging aanvraag volledig SD23 1-11-2013 00:00 Meedoen en Maatschappelijke participatie5775 02. Middel (5.000 EUR t/m 50.000 EUR)soos bijeenkomsten 2014
201400002 DI Datum ontvangstbevestiging aanvraag volledigSD23 5-11-2013 00:00 Meedoen en Maatschappelijke participatie5775 02. Middel (5.000 EUR t/m 50.000 EUR)soos bijeenkomsten 2014
201400002 Deel weigering SD23 15-11-2013 00:00 Meedoen en Maatschappelijke participatie5775 02. Middel (5.000 EUR t/m 50.000 EUR)soos bijeenkomsten 2014
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Van der Aalst (2011) describes three types of process mining that make use of event logs: 
- Process Discovery takes an event log and generates a process model using the log data. No 
other information is needed. Algorithms such as the Alpha Algorithm are used to discover 
the model, which is represented in a notation such as a BPMN model or a Petri net. 
- Conformance checking uses a predefined model and compares this to the data in the event 
log. By doing this, one can answer questions regarding conformity of real-world behaviour as 
recorded in the event log to a model of behaviour as it should be. 
- Process enhancement aims at extending a predefined model by adding information that is 
extracted from a log, for example by adding information about bottlenecks and throughput 
time. 
Business rules 
In most cases, the preferred order of the activities the user can choose is not completely free of 
constraints. In Information Systems, business rules are implemented in some way to guide the 
control flow and to make sure certain boundaries that limit the behaviour of users are respected.  
However, no Information Systems exist where all constraints are implemented as business rules: the 
resulting system would be very complex and hard to maintain, as both external and internal 
constraints frequently change (e.g. new legislation or a new company policy).  
There are many ways in which business rules can be formulated. In general, a business rule concerns 
one of the following aspects (W. van der Aalst, van Hee, van der Werf, Kumar, & Verdonk, 2011): 
• Ordering based, i.e. about the execution order of tasks in cases; 
• Agent based, i.e. about the involvement of a role or agent in cases and processes; 
• Value based, i.e. in forms belonging to a task. 
By formulating business rules, using temporal logic as a language, it becomes possible to describe 
workflows and property checks of a process. (Roubtsova, 2005). While using temporal logic in this 
way may ensure the logical consistency of the business rule, composing rules in this way might be 
challenging for end-users of an auditing tool, with no formal training in logic.  
However, knowing the operators of temporal logic, business rules can be formulated using natural 
language, or in a controlled natural language such as Semantics of Business Vocabulary and Business 
Rules (SVBR) (Spreeuwenberg & Healy, 2010). By using tools that supply a predefined set of 
temporal logic operators that are expressed in natural language, it becomes possible for the end 
user to compose business rules, for example: 
Activity A is eventually followed by Activity B 
Subsequently, this rule can be tested against the event log. For this, a simple ordering based rule 
such as “no change to a request can be made after it is approved” (W. van der Aalst et al., 2011) 
must be matched against the relevant activities that are found in the log. The context-specific 
business rule would then be formulated as ‘Activity ‘Order Approved’ must never eventually be 
followed by activity ‘Request Changed’’.  
In a more advanced example, an agent based rule concerning the 4-eyes principle can be formulated 
as 'At least two persons must perform the same task in a case' (Roubtsova, 2005), which can then be 
tested as ‘Activity A must eventually be followed by Activity A and Requires a different resource for 
each matching pair of events’ in a specific process mining context.  
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2.3.3. How can the use of process mining to support the auditing of business 
processes be approached?  
 
Transforming control objectives to audit criteria 
Now that both the elements of process audits and the rule based composing of audit criteria have a 
theoretical basis, the final element is the connection of both components using a structured 
transformation approach. In an overall methodology on the modelling of control objectives for 
business process compliance, Sadiq et al. (2007) propose an approach that we can use as a basis for 
the transformation, which contains the following steps: 
1. Translate control objective to internal control. The control objective is a generic statement 
that is applicable on the entire domain of the law or regulation. This objective needs to be 
formulated in terms of the specific requirements that are applicable to the business process 
that is to be audited. As indicated in paragraph 2.3.1, we have found no control framework 
that provides a straightforward transformation of the generic control objectives to internal 
controls.  
2. Model the internal controls. In their study, Sadiq et. al (2007) use Formal Contract Language 
as a formalism to express normative specifications. While FCL has a high internal consistency 
that makes it well-suited for application in the context of a run-time environment of systems 
as the basis of an automated internal control verification mechanism, the modelling of rules 
in FCL requires significant expertise from a modelling expert. In our thesis, we will use 
business rules expressed in controlled natural language for the modelling purposes, as these 
are more user-friendly to specify and system-wide consistency is less of an issue in our 
narrower context. This step results in audit criteria that are expressed as business rules. 
3. Process model interconnect. This final step plots the audit criteria to activities in the process 
model, so that the two can interconnect. Sadiq et al. (2007) use control tags to categorise 
the type of FCL rules, which correspond to types of business rules we identified in section 
2.3.3.  
The relations between the steps are visualised as shown in Figure 2.  
 
Figure 2: Transformation of control objective to audit criteria 
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2.3.4. What are limiting factors in the use of process mining for auditing business 
processes? 
 
Now that the required elements of both business process auditing and process mining are known in 
answering subquestions 1, 2 and 3, we identify limiting factors by examining the elements 
independently. 
Normative process model 
By examining the definition of conformance checking, we have found that the availability of a 
normative process model that describes acceptable behaviour is assumed. It is needed so that audit 
criteria can be formulated that are used to test real-world behaviour against the normative model.  
As can be seen in Figure 2, the methodology presented assumes the availability of a process model. 
Sadiq et al. (2007) do not report how the process model was obtained.  
Process mining tools that support the auditing process provide a way to discover the process model. 
For a tool to be useful, at least the following functionalities are needed: 
1. Conversion of imported event log to visual process model (process discovery). This is 
needed to be able to verify the process model with business experts in a non-technical 
manner, and to help identify the relevant activities in the event log as a basis for the 
business rules. 
2. Filtering of the model based on activities. This provides insight in the conformance of the 
cases in the event log, by showing only the non-conforming cases. For optimal results, 
filters for the three types of business rules: order-, value and resource oriented are 
needed.   
Two tools, Disco and PROM, were evaluated on their suitability for auditing based on the 
functionality of both process discovery and filtering. Although PROM has a large and advanced 
library of process discovery algorithms, the filtering functionality is lacking. We have found that 
Disco has a single process discovery mechanism, and advanced filtering capabilities. As both 
functionalities are usable, Disco is therefore best suited as the supporting tool for the empirical part 
of our research.  
Knowing that Disco and PROM acquire process models from logs, we may apply one of them to get 
process models. However, the real-process logs usually result in huge process models. Such huge 
process models are too complex for human to grasp and use as a model to structure an audit with 
process mining. Therefore, with regards acquisition of process models from logs, we see  a gap in 
the framework by Sadiq et al. (2007).  
2.3.5. Hypothesis formulated after the literature study 
In summary, we have found in reviewing the literature on audit frameworks, business rules and 
process mining, that all three areas of expertise are necessary to develop an approach that supports 
the auditing of business processes using process mining. However, in our literature review we did 
not find an existing audit process approach that integrates all three areas.  
As hypothesis of this thesis, we propose that an audit process approach can be developed to 
produce audit findings, by generating verifiable audit criteria using the event log as audit evidence 
and process mining techniques as an audit resource to support the process. 
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The relation between the audit evidence that is found in the event log and audit criteria that can be 
verified using the audit evidence is shown in Figure 3. Process mining tools can be used to support 
this process.  
 
Figure 3: Hypothesis concept diagram 
 
To test our research hypothesis, an approach is presented in chapter 3 that contains all components 
that are identified during the literature review. In chapter 4, this approach is applied to two real-
world process audit cases.  
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3. Towards Auditing supported by Process Mining 
3.1. Design goal 
The methodology for transforming control objectives to audit criteria proposed by Sadiq et al. (2007) 
and presented in Figure 2 as part of the literature research, is directed to the goal of verifying the 
compliance of a business process model based on structured audit criteria. However, the method of 
obtaining the business process model is not provided. 
As a part of the model design, we have extended the model presented in figure 2 with an approach 
that uses process mining to obtain a process model that can be audited.  
3.2. Design of the Process Audit approach with Process Mining 
 
As a first step, we applied the methodology of Sadiq et al (2007) almost directly to the auditing of 
the grant application process. This was done by adding the event log of the process to Disco and let 
Disco discover the model.  
For this purpose, the audit process model presented in Figure 2 was extended with activity 4: 
Process discovery as a method to model the business process based on the information found in the 
event log. Figure 4 represents the preliminary audit process approach. 
  
 
Figure 4: Preliminary Audit Process Approach 
 
Central to the experimental part of our research, the proposed approach of applying process mining 
in process auditing consists of four activities: 
1. Apply control objective to business context.  
Control objectives are generic audit statements that are not directly applicable when 
auditing a specific business process. Activity 1 of our approach consists of using information 
about the business process to select control objectives that are relevant and then rephrase 
them as business specific internal control statements. 
2. Transform using natural controlled language.   
Internal control statements that have to be tested in an audit supported by process mining 
must be expressed in logically consistent form, that can be tested using automated tools.  
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Activity 2 of our methodology concerns the task of transforming loosely formulated internal 
control statements into audit criteria that are formulated as business rules. 
3. Interconnect of business rules and process model.  
The audit criteria resulting from activity 2 must be implemented in the process mining 
application so they can be verified. Activity 3 expresses the audit criteria as tool filters that 
can be applied to the discovered process model. The result of this activity consists of a 
unique filter for each audit criterion, which shows all non-compliant cases in the process 
model for the criterion. 
4. Process discovery.  
The real-world business process must be captured and discovered before it can be audited. 
For activity 4, we use the event log of the IT applications that support the business process. 
The event log is exported and loaded into the process mining tool, and a process discovery 
algorithm is run that generates the process model. The result of this activity is a process 
model that is used in activity 3 to apply filters to.  
3.3. Design findings 
 
The approach described in the previous paragraph was tested in a workshop with IT auditors and 
end users. Two preliminary limitations to the approach were identified: 
1. Not all internal control statements could be transformed into filters in the process mining 
tool. The following causes are identified, that are further investigated in the case studies:  
1. The formulated statement to be audited is ambiguous. This means it cannot be 
transformed into a verifiable business rule using controlled language. 
2. The criteria that are needed to verify the statement are not provided. This means that 
the event log can be used to verify if a certain outcome has occurred, but not whether 
the outcome was the correct one based on predetermined criteria. 
3. Process activities found in the log are not specific enough to be audited. In this situation, 
the audit criterion is perfectly verifiable, but the information in the log is not sufficient. 
2. The real world process that was captured in the event log and discovered using the process 
mining application resulted in a very complex process model. Without any manual 
interpretation, a ‘spaghetti model’ (W. van der Aalst, 2012)  as shown in Figure 5 emerges. In 
a spaghetti model, it is very hard for humans to see which process activities are of 
importance to the process model that is to be audited. 
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Figure 5: Spaghetti model of unfiltered grant application log 
 
To remedy this shortcoming of the approach shown in Figure 5, an additional step is needed: 
4. Filter against normative process model. 
As the unfiltered model resulting from activity 4 ‘Process Discovery’ may result in a complex 
‘Spaghetti model’, we must simplify the model so that it can be used for auditing.  This can 
be done by identifying the normative process model from other sources and matching 
activities in the normative model with the activities in the unfiltered process model. The 
resulting auditable process model can be used in activity 3 ‘the interconnect of business and 
process model’. 
The resulting, extended process model is presented in Figure 6. As the final step in the model 
concerns the interconnect of business rules and process model, the numerical sequence is 
adapted to reflect this. Using the model, we are able to filter and mine the real business 
process in the log, formulate business rules that function as verifiable audit criteria and 
connect both using filters in the process mining tool.   
 
 
Figure 6: Extended audit process model 
The extended audit process model is evaluated by applying it to the case of auditing two 
different processes, that comprise the experimental part of our research. 
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3.4. Experimental research strategy   
As a research strategy, we have applied the model of the audit process presented in figure 6 on two 
on-site process auditing cases in the municipality of Eindhoven.   
Using a case study enables us to conduct an in-depth analysis of the audit approach, by identifying 
the limitations that present themselves during the execution of the process audit. The evaluation of 
the model is exploratory; for each audit case, a number of limitations in applying the audit 
methodology are identified. These limitations are then qualitatively categorised.  
Concerning the validity of findings, a shortcoming of this research strategy is the limited scope of the 
number of cases. Due to time limitations and the amount of effort that is required to conduct a 
complete process audit, only two process audits can be conducted. Nonetheless, for each audit case 
over 50 unique audit statements and over 60 related audit limitations are identified. The process 
audit approach that is presented in this thesis can be used in additional case studies in a different 
context, to remedy these initial shortcomings.  
Also, evaluation of the audit approach can be based on comparison to a pre-existing standard to 
evaluate the model performance. As we have found no such standard for auditing approaches, a 
non-automated process audit for the same process could be used as a baseline. However, the 
elements of audit evidence and generating audit findings are not directly comparable (sample taking 
versus event logs as audit evidence), so this evaluation should be result-oriented. For instance, 
performance can be judged on total effort needed to conduct the audit, error-rate of findings, 
sample coverage of audit, and the ability to verify audit criteria.  
3.5. Research approach 
 
3.5.1. Case Selection 
To evaluate the process auditing approach, we need to select appropriate business processes as 
cases for the process audit. For this selection, two criteria are used: 
1. The business process must be representative for real-world application. This means the 
process should allow behaviour that is commonly found, such as: 
a. Distinct decision points and activities 
b. Possibility of loops (going back to an earlier activity) 
c. Possibility of skipping activities. 
2. The business process must have constraints; not all process flows that are theoretically 
possible are allowed.  
In addition, the practical requirement of availability of relevant data sources further limited suitable 
cases. This resulted in the selection of two cases within the research organisation of the city of 
Eindhoven: the application of grants and the purchasing invoices process.  
3.5.2. Data sources  
A main difference between a traditional and a process-mining-supported audits is the source of the 
real-world process and process model; while these are event logs and tool-generated in the latter, in 
the traditional process audits they are usually provided as unstructured (digital) documents to be 
used as samples and references. 
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As is shown in Figure 7 below, we can identify different sources of information that are needed to 
execute the audit process approach.  
 
 
Figure 7: Data Sources in the audit process 
Resources 1 -6 displayed in yellow need to be available at the start of the case study to conduct a 
successful process audit. The documents 7 – 9 that are shown in green result from executing the 
audit process. The final document, 9. Report of audit findings and conformance, is the end result of 
the audit approach. 
3.5.1. Data gathering 
For all sources we identified in Figure 7, the method to gather the data is identified in Table 4 below. 
 Data Source Supporting step Data gathering method 
1 EU / National Legislation Control objective Online search: EU / national portals 
2 Control frameworks Control objective Online search, literature review 
3 Local Rules Internal control  Database search local rules 
4 Audit Statements Internal control Document research into existing statements. 
5 Event Log Real world process Log export from process supporting administrative IT 
applications 
6 Normative Process 
Model 
Unfiltered process model Help files, System documentation, user manuals and 
audit documents that were used in earlier process 
audits. If none of these is available, the normative 
model can be made in-situ by interviewing process 
key users 
Table 4: Data gathering of sources needed for the process audit 
The modelling notation language used to document the normative process model has to support the 
articulation of business rules as execution logic for the business process, so that a connection 
between the verifiable audit criteria and the business process can be made. For our models, we used 
BPMN as a modelling language. 
As an end result of the application of the audit process approach, filters are developed in the Disco 
process mining tool that enable us to verify the audit criteria for all cases in the event log. However, 
it is not possible to compose verifiable audit criteria for all identified audit statements. In all five 
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steps of the audit process methodology, limitations that limit the execution of the process step are 
identified.  
We have found 11 categories of limitations that are displayed in  
Category of limitation Description Step of the 
approach 
1. No filter possible due to tool 
limitation 
The filter to verify the business rule cannot be constructed, due 
to limitations of the process mining tool that was used. 
5. Interconnect 
of BR and process 
model  
2. Log contains insufficient data The event log does not contain all information that is needed 
to construct a filter to verify the business rule. 
3. Process 
discovery 
3. No data on roles in the log The event log contains no information about roles that are 
connected to resources that perform an activity in the process. 
3. Process 
discovery 
4. Log not extended to all systems 
involved in the process 
The process is executed by multiple systems, and not all of 
them have event logs suitable or available for analysis 
3. Process 
discovery 
5. Information is not logged by the 
system 
The ICT application that is process mined does not log or record 
the information that is needed to construct a filter to verify the 
business rule. 
3. Process 
discovery 
6. Information cannot be linked to 
case 
The information needed to verify the statement is available, 
but cannot be linked to a specific case 
3. Process 
discovery 
7. Verification requires use of non-
digital information 
In order to verify the statement, a check of information that is 
not available in a digital form (such as a physical letter) is 
necessary. This requires manual effort 
5. Interconnect 
of BR and process 
model 
8. Ambiguity in rule The Business Rule cannot be formulated in a manner that 
makes it verifiable. 
2. Transform 
using controlled 
natural language 
9. Optional rule The business rule cannot be verified because the audit 
statement contains an implicit choice, such as the word ‘may’  
or ‘ could be’. 
2. Transform 
using controlled 
natural language 
10. Rule applies to a different 
process 
The business rule is verifiable, but not part of the process that 
is audited. 
4. Filter against 
normative 
process model 
11. Discrepancy of log and 
normative process 
The filter that is applied exposes a discrepancy between the 
normative process and the data that is in the event log, 
affecting the verification. 
4. Filter against 
normative 
process model 
Table 5. For all audit statements, the occurrence of these limitations is recorded while conducting 
the process audit. 
 
Category of limitation Description Step of the 
approach 
1. No filter possible due to tool 
limitation 
The filter to verify the business rule cannot be constructed, due 
to limitations of the process mining tool that was used. 
5. Interconnect 
of BR and process 
model  
2. Log contains insufficient data The event log does not contain all information that is needed 
to construct a filter to verify the business rule. 
3. Process 
discovery 
3. No data on roles in the log The event log contains no information about roles that are 
connected to resources that perform an activity in the process. 
3. Process 
discovery 
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4. Log not extended to all systems 
involved in the process 
The process is executed by multiple systems, and not all of 
them have event logs suitable or available for analysis 
3. Process 
discovery 
5. Information is not logged by the 
system 
The ICT application that is process mined does not log or record 
the information that is needed to construct a filter to verify the 
business rule. 
3. Process 
discovery 
6. Information cannot be linked to 
case 
The information needed to verify the statement is available, 
but cannot be linked to a specific case 
3. Process 
discovery 
7. Verification requires use of non-
digital information 
In order to verify the statement, a check of information that is 
not available in a digital form (such as a physical letter) is 
necessary. This requires manual effort 
5. Interconnect 
of BR and process 
model 
8. Ambiguity in rule The Business Rule cannot be formulated in a manner that 
makes it verifiable. 
2. Transform 
using controlled 
natural language 
9. Optional rule The business rule cannot be verified because the audit 
statement contains an implicit choice, such as the word ‘may’  
or ‘ could be’. 
2. Transform 
using controlled 
natural language 
10. Rule applies to a different 
process 
The business rule is verifiable, but not part of the process that 
is audited. 
4. Filter against 
normative 
process model 
11. Discrepancy of log and 
normative process 
The filter that is applied exposes a discrepancy between the 
normative process and the data that is in the event log, 
affecting the verification. 
4. Filter against 
normative 
process model 
Table 5: Audit limitations using process mining 
 
3.5.2. Data access 
The event logs needed for our research were not accessible without proper authorisation. 
Permission was requested by the internal auditors for the purpose of evaluation of the Disco process 
mining tooling. This request was granted, and the Business Intelligence administrator was asked to 
implement dedicated queries to export the event logs from the IT applications concerned.  
3.5.3. Ethical aspects 
When auditing a business process, the audit findings can be sensitive information. For example, it is 
possible that a decision to deny a grant application was not taken in a correct manner, and the 
denial of the grant was unjustified. If such information becomes public knowledge before a cause for 
the error is discovered, this might lead to uncertainty for other applicants whose grant request was 
denied. In this research, we report the results of conducting the audit process, but the individual 
audit findings for all cases is confidential, as identifying causes for all non-compliant cases is outside 
the scope of this thesis. 
Also, the event logs that are exported from the IT applications concerned in the audit can contain 
information that reflects on individual employees, or have otherwise sensitive data such as the name 
of grant applicants. We have anonymised all event logs as the first step after exporting, to prevent 
dissemination of logs that contain information that can be tied to individuals. 
Finally, during the execution of the research we have found that sometimes additional attributes are 
needed to verify specific audit criteria. Before adding such an attribute to the log, a check on 
confidentiality and privacy was conducted. 
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4. Evaluation of the extended process audit approach: two process 
audit cases. 
 
In this chapter, we will evaluate the extended automated process audit approach as presented in 
chapter 3.3, by applying the model on two process audits that were held at the city of Eindhoven. 
The main goal of the evaluation is to identify limitations that are related to the application of the 
extended audit approach in a real-life context. To help identification, the audit process that is shown 
in Figure 6 is followed for both cases, using the data sources that are summarised in Figure 7. For 
each step in the process, results and limitations in application of the audit process are documented.  
The processes that are audited are in the domain of the application for communal grants and the 
purchasing invoices approval process. Both domains are supported by ICT applications that record 
system events that can be used to construct a workflow, thus enabling us to mine the business 
processes involved.   
The case studies are conducted on-site, using secondary data sources, namely event logs and 
normative documents as research objects for input into the audit process. Table 6 displays metrics of 
the audits. 
 Grant Application Invoices Approval (completed cases 
only) 
Audit period / scope Grant year 2014, cases start in 2013, 
finish in 2015 
Invoices received in 2015 (jan – dec) 
No. of cases 780 41.714 
No. of events 12.782 696.090 
Mean activity / case 16 17 
Mean case duration 19.1 month 17.5 day 
No. of unique process activities 132 40 
No. of resources 40 602 
Documents available for audit 
statement analysis 
9 8 
Table 6: Metrics of the two audit cases 
As one can see from Table 6, the processes differ greatly in terms of case volume, average duration, 
and number of unique process activities that are involved. This indicates that the total process of 
grant application is more complex than the process of invoices approval. This can also be seen in the 
mined process models. However, the mean number of activities executed per case is similar. 
4.1. Case one: Audit of grant application process 
In the process of grant applications, citizens or local institutions apply for a monetary allowance 
provided by the city. This is called a grant, and can be used to organise an (yearly or one-time) 
activity that contributes to the communal goals that the city has defined. Each year, approximately 
EUR 50 million is awarded in this manner.  
Grants can be awarded for several small scale goals, such as sporting events and local festivals, but 
also large grants for welfare support of a special interest groups are issued.   
An overview of the grant application process in the BPMN notation is given in Figure 8. 
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Figure 8: Grant Application Process, Normative Process Model 
A brief description of the process activities, decision points and activities in the event log that are 
related to the process of grant application is summarised in Table 7. In addition to the process of 
grant application, also processes of appeal and evaluation of awarded grants are executed. These 
processes are out-of-scope of this audit.  
Step Name Description Activity in Log (Dutch) 
-- Start of Process The grant application process starts with a 
received grant application. The application 
can be sent with regular mail, or e-mail. 
-- 
1. Open Case File After receiving the application, a case file is 
opened for the application.  
Openen dossier, aanvraag 
ontvangen  
 Application complete? Depending on completeness of all necessary 
information, the application will go to activity 
(2) or (3). 
-- 
2. Send confirmation letter A confirmation letter is sent to the applicant, 
to let them know the application is received. 
Ontvangstbevestiging 
aanvraag, Di Datum 
ontvangstbevestiging,  
3. Send request for missing 
information 
 
A formal request to supply the missing 
information is sent to the applicant.  
Verzoek aanvullen 
aanvraag, Di Datum 
verzoek aanvullen 
aanvraag, 
Ontvangstbevestiging 
aanvraag volledig na 
aanvulling 
4. Review application A grant advisor reviews the application on 
fitness concerning financial and community 
goals 
Beoordelen aanvraag 
 Clarification needed? Possibly, further clarification by the applicant 
concerning the application is needed before a 
decision can be made.  In this case, activity (5) 
is performed. 
-- 
5. Request additional information A request for additional information to clarify 
financial and/or grant goals is sent 
Opvragen extra info 
aanvraag, DI Datum extra 
info aanvraag 
6. Prepare decision  
 
 
The application is evaluated with respect to 
financial feasibility and contribution to grant 
regime high-level goals. 
Toevoegen componenten, 
Verlening conform 
aanvraag, Deel Weigering, 
Verlening weigering 
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7. Confirm decision The grant manager confirms the evaluation to 
grant or reject the application for funds and 
signs the prepared letter. 
-- 
8. Send decision letter to 
applicant 
The letter is sent to the applicant. The grant 
amount that is allocated is entered and 
booked to the financial application 
DI Datum verlening 
conform aanvraag, DI 
Datum deel weigering, DI 
Datum verlening afwijzing 
 Justification needed? In some grant applications, an accountant 
statement or financial report concerning the 
supported activity is needed after or during 
the year of the grant application. In other 
cases, the process ends after activity (8) with 
a letter sent in activity (12). 
Attentiebrief 
verantwoording 
9. Send request for justification A letter is sent to the grant applicant to 
submit the necessary documents for review. 
DI datum attentiebrief 
verantwoording 
 On time? A check is made whether the requested 
documents are received within the 
mandatory time interval. If this is not the 
case, activity (10) is performed. 
Verantwoording 
ontvangen, Rappel 
verantwoording, DI datum 
rappel verantwoording 
10. Sanction in case of late 
documents 
 
If a grant justification was not submitted 
before the mandatory date, a formal sanction 
is issued. This is a deduction of the grant sum. 
DI datum lagere vaststelling 
met sanctie, DI datum 
vaststelling conf. verlening 
met sanctie 
11. Evaluate justification The grant advisor evaluates the submitted 
documents for compliancy to financial and 
communal guidelines. If there is a 
noncompliancy, a deduction or total 
withdrawal of the grant amount allocated is 
possible. 
Beoordelen 
verantwoording 
12. Definitive grant application A formal letter to the grant applicant is 
prepared, which contains the final decision to 
maintain or modify the amount that was 
allocated. 
DI datum lagere 
vaststelling, DI datum 
vaststelling ambtshalve, DI 
datum vaststelling conform 
verlening 
 End Process   
Table 7: Description of activities and roles, Grant Application Process 
 
 
4.1.1. Step 0: Preparation of the audit: Identify relevant source documents 
As a preparatory step for performing the process audit, we mapped all source documents that 
are needed for the auditing of the grant application process, according to the data sources 
model that can be found in Table 4, page 17. In Table 8 below, all sources that were identified 
are summarised. Data sources 1-4  are used to formulate the business rules. The event log (data 
source 5) is used to verify the business rules using a process mining filter. Data source 6 is used 
to construct the normative process model.  
 Data Source  Identified source 
1 EU/national legislation 
 
Wet dwangsom: All requests that are made to the government are legally 
required to be decided within 60 days of receiving the application 
‘algemene wet bestuursrecht (AWB)’: General procedures concerning 
applications to government institutions 
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‘Wet op het accountantsberoep’: A law that stipulates practices concerning 
the profession of accountancy 
2 General controls The annual auditing by the city accountant and its associated rules and 
regulations is proscribed in the guidelines of the Dutch professional 
accountancy organisation (HRAweb). 
The distribution of tasks between internal and external auditors is in rule 
610 of the guidelines 
3 Local rules The local city procedure for grant applications is described in the ‘ 
algemene subsidieverordening (ASV)’ . 
For all distinct grant types, additional terms and conditions are available as ‘ 
nadere regels’ .  
4 Audit Statements The audit statements are found in the sheet of statements for the grant 
process (van Hout & Gresel, 2015a, 2015b) that is prepared by the internal 
auditors. It contains a high-level process breakdown, and matches written 
statements from data sources 1-3 to parts of the process.  
5 Event Log The grant application process is administrated in the ISA4all system, which 
is used by all departments that can give grants.  In addition to information 
relevant to the process content, ISA4all registers time, resource and activity 
name of steps in the process. These are exported and can be used as the 
event log for the process audit. To obtain the event log of the grant 
application process, the IBM Cognos BI application is used to select and 
export the relevant data from the ISA4all system. For this experiment, a 
selection is made based on the activity date in ISA4all with execution start 
date values 01-01-2010 <= date <=31-12-2015.  
6 Normative process model For the grant application process, no consistent and directly usable process 
model was available. The following sources contained elements of the 
process model: 
a. The workflow description in the ISA4all system 
b. The process breakdown in the sheet of statements that 
is used by the internal auditors (van Hout & Gresel, 
2015a, 2015b) 
c. The user process instruction manual (van Hoof-de 
Groot, 2014).  
 
These sources were analysed and a workshop was held with auditors and 
end-users, resulting in the normative process model as depicted in Figure 8, 
using the BPMN notation. 
Table 8: Specific Data Sources for the Grant Application Process 
4.1.2. Step 1: Apply control objectives to business context 
For the grant application process, control objectives that were found in relevant legislation and 
reference control frameworks were reviewed and processed into the audit sheet of statements that 
contains the internal controls. In our case, this first step was already performed by internal auditors 
as the grant application process had been subjected to audits before.  When reviewing the resulting 
sheet of statements, it became evident that no exhaustive list exists of all applicable laws and 
regulations for the grant application process. The data sources identified are based on best effort by 
the internal auditing experts.  Next, we checked the control framework that were identified for 
statements that could be applied to our specific business context. These were not found. 
4.1.3. Step 2: Transform internal controls to audit criteria 
As a next step, local rules pertaining to grants in general, specific type of grants and the height of the 
grant amount (grant regime ‘high’, ‘middle’, ‘low’) are reviewed and added to the audit sheet of 
statements. For all aspects, a list of applicable regulations was available. The sheet of statements 
was presumed complete after all identified local rules were added to the sheet of statements.  
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For easy editing, the sheet of statements was converted to a spreadsheet. For every unique 
statement, a separate row in the spreadsheet was inserted. An example of discovered statement 
ST48 is: 
“During the grant application process, the financial review and content review cannot be performed by 
the same employee”. This is a process-specific example of the 4-eye principle.  
 
A total of 52 audit statements are discovered for the grant application process. 
Next, all statements are expressed using natural controlled language, resulting in audit criteria that 
are verifiable. In case of ST48, the corresponding business rule is formulated as: 
“For all cases where activity ‘beoordelen verantwoording’ is executed, the financial part of the 
activity and the content part of the activity must be reviewed by two different resources” 
Not all 52 statements could be expressed in this way, some limitations were identified.  
For example, statement ST47 was found that was formulated as: 
“The activities that will be executed if the grant is approved must be described in a SMART manner”  
 
Although SMART stands for Specific, Measurable, Assignable, Realistic, Time-related, it could not be 
determined by reviewing the internal controls and the sheet of statements how to express the 
SMART description of the activities using controlled natural language. So, a limitation was recorded 
of type 6: rule not specific. 
The full sheet of statements, business rules and limitations can be found in  
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Appendix 3: Sheet of Statements – Grant Application Process.  
4.1.4. Step 3: Process Discovery 
Automated process discovery requires the availability of an event log of the supporting IT application 
to generate the unfiltered process model.  To obtain the log, a sequence of exporting the log, 
metadata translation, data anonymisation and importing the log into the process mining application 
was performed.  
A breakdown of actions is available in Appendix 2: Full experimental Protocol – Grant Application 
Process. After importing the event log, the unfiltered process model was available for further 
analysis. 
The CSV file of the log was loaded as a spreadsheet. As there are 132 unique activities that 
correspond to steps in the process, translating them all was not feasible.  Each process instance in 
the log has the following attributes: 
1. Case Number 
2. Case Description 
3. Year of Grant 
4. Amount requested 
5. Amount granted 
6. Grant Regime 
7. Grant Type 
8. Date of payment 
9. Activity name 
10. Resource name (anonymised) 
11. Activity date/time 
 
Next, the log was filtered for year of grant 2014, as this was fully contained in the exported time 
period of 2011-2015 and there was a normative process shift between consecutive grant years, 
resulting in unclear process models. 
As a result of the large number of activities and cases, the unfiltered process model containing all 
possible activities and workflow paths between activities for all events of grant year 2014 was still 
quite complex. Also, 320 unique variants of the process were discovered for 780 cases, indicating a 
large freedom for resources in ways to execute the process. 
 
4.1.5. Step 4: Filter against normative model 
The source data that was available for the grant application process did not provide a normative 
process model that could be used directly to select the workflow activities that are of importance for 
auditing evaluation purposes. Therefore, a number of sources was consulted and a workshop was 
held to construct the normative process model, as indicated in Table 8. The normative process 
model contains an audit-centric perception of the relevant process activities and is presented in 
Figure 8. The resulting auditable process model contains a selection of the mined process activities 
that is relevant for auditing purposes and is available as a dataset filter: ‘ST4.1 Normative Process 
Activities Filter’ in the Disco process mining tool. Compared to the normative process model, the 
filter contains 55 activities and the normative process model 12. This is a result of the grant 
application system design, that has separate activities for all outcomes of a decision; a grant 
application can be approved, rejected, partially approved, approved with sanction, etc. resulting in 
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unique activities for all outcomes. The great variety of process flow paths may also be attributed to 
this design choice. 
4.1.6. Step 5: Interconnect of business rules and process model 
For the final step of the audit process, all identified audit criteria resulting from step 1-2 are 
connected to the filtered process model resulting from step 3-4. This is done by applying a unique 
filter for each audit criterion in the process mining tool. Not all audit criteria could be connected 
through a filter. For example, the statement ST8: 
“In a request for additional information, a notification of suspension of the application process is given” 
  
Could not be filtered from the process event log, as the log contained no information that could be 
used to verify the statement; there is no variable in the grant application IT system that records 
information whether a notification of suspension is or is not added to the request. For this 
statement, limitations 1 (BR is verifiable, but not as a filter) and 4 (information is not in the system) 
are identified. 
 
In total, it was possible to verify 52% of the audit statements through a filter (27 statements of 52 
statements in total). For some statements, more than one filter was needed to verify it. An overview 
of the applied filters and related limitations is available in Appendix 4: List of Disco Filters – Grant 
Application Process and in the digital disco project file ‘grant application process.dsc’ where all filters 
can be applied to the original event log.  An excerpt of  Appendix 4: List of Disco Filters – Grant 
Application Process is shown in table 9 below.  
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St. NO Business Rule Disco 
Filter 
Results Limitation 
Category 
Comment 
ST1 For every case where grant 
regime equals ' midden' or ' 
groot' , the timestamp of activity  
' aanvraag ontvangen'  must be 
<31- 10-2013  
ST1 
Filter 
163 cases are 
non-compliant 
  
none 
  
ST2 Every case that is forwarded to 
beoordelen aanvraag, must be 
checked on completeness 
ST2 
Filter 
6 cases are 
non-compliant 
with the filter.  
 none None of the cases were 
forwarded to beoordelen 
aanvraag. All were closed and no 
grants were payed. So, 100% 
compliancy to the business rule. 
Table 9: Excerpt of Disco Filters 
A summary of the occurrence of limitations in the entire audit is shown in Table 10. In total 67 
limitations are identified, which is more than the total number of statements. This is possible 
because statements can be partially verifiable, and more than one category of limitation can be 
identified for each statement.  
Category of limitation Occurrence 
1. No filter possible due to tool limitation 5 
2. Log contains insufficient data 6 
3. No data on roles in the log 5 
4. Log not extended to all systems involved in the process 3 
5. Information is not logged by the system 23 
6. Information cannot be linked to case 10 
7. Verification requires use of non-digital information 2 
8. Ambiguity in rule 6 
9. Optional rule 1 
10. Rule applies to a different process 0 
11. Discrepancy of log and normative process 6 
Total 67 
Table 10: Limitations for the grant application process 
As Table 10 shows, the majority of limitations (70%) are related to information that is not in the 
system or the log (limitations 2-6). Also, information that is available in a digital form, such as a 
digital letter, but cannot be linked directly to a specific case based on the event log is identified as a 
limitation for auditing supported by process mining.    
 
4.1.7.  Report of Audit Conformance 
As a final result of the audit process of the grant application, a report of audit conformance is 
generated using the results of all filters. In total, 85% (23 of 27 filters) of all verifiable audit 
statements have one or more non-compliant case.  
 The full compliancy report is available in Appendix 5: Report of Audit Conformance.  
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4.2. Case Two: Purchasing invoices process 
As our second case, a process audit of the purchasing invoices process is conducted. This process 
concerns all invoices that are sent by external parties to the city of Eindhoven, as a request for 
payment after a certain good or service is provided for the city. Approximately 800.000 invoices are 
received and processed on a yearly basis, for a total amount of EUR 500 million. An overview of the 
purchasing invoices process using the BPMN notation is displayed in Figure 9 . 
 
 
Figure 9: Purchasing Invoices Normative Process Model 
A brief description of the process activities, decision points and employee roles in the grant 
application process is summarised in Table 6. Also, a number of IT applications is involved in the 
process. The application column displays the application that is used for the activity, and contains 
log information that is needed for the process audit. 
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Nr Name  Description Role Activity in log 
1. Scan invoice Incoming invoice (by mail) is scanned as part of 
a batch of invoices 
DIV None (Kofax 
system) 
2. Check / 
complete 
scanned invoice 
The text on the invoice is automatically 
recognised (OCR) and translated to specific 
fields: date on invoice, invoice no., bank 
account number, commitment number and 
amount payable. The result of the OCR is 
visually checked against the digital scan (and 
completed / corrected) 
DIV None (KTM 
system) 
3. Send invoice to 
DMS 
The invoice is exported from KTM and imported 
into the Document Management System 
(eDocs) 
DIV Purchasing 
Invoices 2.0 
4. Complete 
invoice details 
The fields required for further handling that 
were not imported are completed: invoice 
description, tax code and amount, department 
to authorise, number of supplier (looked up in 
Decade) 
FAO data entry Purchasing 
Invoices 2.0 
5.  Invoice at block 
manager 
The invoice is sent to the block manager for re-
routing to the department 
FAO data entry 1. Invoice at block 
manager 
6. Re-route to 
department 
The block manager re-routes the invoice to the 
department for authorisation 
Block manager 2. Receive and 
reroute 
7. Encode invoice The invoice is re-routed to the right resource for 
the performance check, to verify that the goods 
that are billed are delivered.  
Department 
inbox 
3. Encode invoice 
X Correctly 
Booked? 
If the department thinks the invoice is 
incorrectly put in their inbox, it is rerouted back 
to the block manager. 
  
8. Performance 
check 
The performance check is executed by sending 
an ‘Ok’ and a comment in the eDocs system. 
This step is not enforced and sometimes 
skipped. 
Checker 4. Performance 
check 
9 Encode invoice The booking details (cost centre and booking 
combination) are entered.  
Department 
inbox 
3. Encode invoice 
10. Check booking 
details 
The invoice is sent to a resource that checks the 
booking details. This step can be skipped 
Checker 5. Booking entry 
check 
11. Approval The invoice is approved by the budget 
administrator (in case of a commitment already 
exists in Decade) or the budget manager. 
Approval is done for each invoice line. 
Budget admin / 
budget mgr. 
6. Approve 
invoice 
12 Authorise 
payment / 
process invoice 
The complete invoice and payment details are 
checked and payment is authorised. After 
authorisation, the payment is automatically 
processed by Decade. 
Financial 
advisor 
Process invoice 
Table 11: Description of activities and roles, Purchasing Invoices process 
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4.2.1. Step 0: Preparation of the audit: Identify relevant source documents 
As a preparatory step for performing the process audit, we mapped all source documents that 
are needed for the auditing of the grant application process, according to the data sources 
model that can be found in Table 4, page 17. In Table 12 below, all sources that were identified 
are summarised.  
 Data Source  Identified source 
1 EU/national legislation 
 
Wet dwangsom: All requests that are made to the government are legally 
required to be decided within 60 days of receiving the invoices 
‘algemene wet bestuursrecht (AWB)’: General procedures concerning 
applications to government institutions 
‘Wet op het accountantsberoep’: A law that stipulates practices concerning 
the profession of accountancy 
2 General controls The annual auditing by the city accountant and its associated rules and 
regulations is proscribed in the guidelines of the Dutch professional 
accountancy organisation (HRAweb). 
The distribution of tasks between internal and external auditors is in rule 
610 of the guidelines 
3 Local rules No specific local rules apply to processing of invoices. To promote a speedy 
payment by the city, the council has stipulated that all invoices should be 
payed within 30 days (but this is not legally binding and no rights can be 
obtained). 
4 Audit Statements The audit statements are found in the sheet of statements: 23092015 
Control framework it procestabel Inkoop_AV def.xlsx for the purchasing 
invoices process that is prepared by the internal auditors. It contains a high-
level process breakdown, and matches written statements from data 
sources 1-3 to parts of the process.  
5 Event Log The purchasing invoices process workflow is implemented in the OpenText 
eDocs Document Management System, which is used by all departments of 
the city.  In addition to this system, the scanning and processing of received 
invoices in the KTM application. No logging of this system was available for 
processing. Finally, the actual payment order to the bank is processed by 
the Decade financial system. Logging of this system was available for 
auditing, but was too complex to integrate in the audit. To obtain the event 
log of the invoices workflow, IBM Cognos BI was used to select and export 
the data from the eDocs DMS system. For this case, a selection is made 
based on the time stamps of case activities in eDocs with date values 01-01-
2015 <= date <=31-12-2015.  
6 Normative process model As with case One, no consistent and directly usable process model was 
available for the invoices process. The following sources contained 
elements of the process model: 
a. The process breakdown in the sheet of statements that 
is used by the internal auditors 
b. The user process instruction QRC’s for specific roles  
 
These sources were analysed and a workshop was held with auditors and 
end-users, resulting in the normative process model as depicted in Figure 9, 
using the BPMN notation. 
Table 12: Specific Data Sources for the Purchasing Invoices Process 
 
4.2.2. Step 1: Apply control objectives to business context 
For the invoices case, the reviewing of legislation and relevant control frameworks relevant for the 
audit was already performed by internal auditors as the invoices process had been subjected to 
audits before.  When reviewing the resulting sheet of statements, it became evident that no 
exhaustive list of applicable laws and regulations for the process is available. This means, that it is 
not possible to identify beforehand if the sheet of audit statements is complete, with respect to the 
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laws that must be applied to the handling of invoices. The data sources containing statements that 
are based on laws, are the result of a best effort by the internal auditing experts to identify all 
relevant legislation.  In addition to this best effort, we checked the control framework that were 
identified for additional statements that could be applied to the specific business context of grant 
application. These were not found. 
4.2.3. Step 2: Transform internal controls to audit criteria 
As no specific local rules apply to the invoices process, the sheet of statements was presumed 
complete after completing step 1.  
For easy editing, the sheet of statements was converted to excel and all unique statements that 
were identified were separated. An example of a discovered statement is ST5.2: 
“5.2. No invoice can be directly routed from the start of the process to the department activities from 
authorisation”  
 
A total of 55 audit statements were discovered. 
Next, all statements were expressed using natural controlled language, resulting in audit criteria that 
are verifiable. Not all 55 statements could be expressed in this way, for instance statements ST5.1 is 
ambiguous:  
“5.1. Imported invoices are rerouted to 'blokbeheerders' (employees that can select the department for 
further processing of the invoice) after the necessary information is added”  
 
Our sources contained no further information that could be used to assert which data is considered 
necessary. Thus, a specific business rule could not be made. For this statement, limitation category 
6. Rule not specific was identified and recorded.  
After completing this step, 52 statements could be expressed as verifiable audit criteria. The 
complete list is available in Appendix 8: Sheet of Statements – Invoices Process.  
4.2.4. Step 3: Process Discovery 
Automated process discovery requires the availability of an event log of the supporting IT application 
to generate the unfiltered process model. To obtain the log, a sequence of exporting the log, 
metadata translation, data anonymisation and importing the log into the process mining application 
was performed. A breakdown of actions is available in Appendix 6: Full Experimental Protocol: 
Invoices Process. 
After importing the event log, the unfiltered process model was available for further analysis. 
4.2.5. Step 4: Filter against normative model 
The source data that was available did not provide a normative process model that could be used 
directly to select the workflow activities that are of importance for auditing evaluation purposes. 
Therefore, a number of sources was consulted and a workshop was held to construct the normative 
process model, as indicated in Table 12. The normative process model contains an audit-centric 
perception of the relevant process activities and is presented in Figure 9: Purchasing Invoices 
Normative Process Model. The resulting auditable process model contains a selection of the mined 
process activities that is relevant for auditing purposes and is available as a filter ‘Normative Process 
Model’ in the Disco process mining tool.  
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4.2.6. Step 5: Interconnect of business rules and process model 
For the final step of the audit process, all identified audit criteria resulting from step 1-2 are 
connected to the filtered process model resulting from step 3-4. This is done by applying a unique 
filter for each audit criterion in the process mining tool. Not all audit criteria could be connected 
through a filter. For example, statement ST4.12: 
“4.12. A resource of the ' FA' visually compares digital invoice details to the scanned original” 
  
could not be filtered from the process event log, as the log contained no information that could be 
used to verify the statement; there is no variable in the eDocs IT system that records information 
whether a visual check is really made.  
In total, for 20% of all audit statements, filters can be applied to the log (11 of 55 statements). A full 
list of statements, filters and limitations is available in   
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Appendix 9: List of Disco Filters – Invoices Process which contains an index of all filters that were 
applied during the audit process.   
Limitation category Occurrence 
1. No filter possible due to tool limitation 3 
2. Log contains insufficient data 19 
3. No data on roles in the log 10 
4. Log not extended to all systems involved in the process 7 
5. Information is not logged by the system 18 
6. Information cannot be linked to case 0 
7. Verification requires use of non-digital information 3 
8. Ambiguity in rule 3 
9. Optional rule 2 
10. Rule applies to a different process 1 
11. Discrepancy of log and normative process 0 
Total 66 
 Table 13 summarises all limitations that were identified while performing the structured audit of the 
invoices approval process.  
Limitation category Occurrence 
1. No filter possible due to tool limitation 3 
2. Log contains insufficient data 19 
3. No data on roles in the log 10 
4. Log not extended to all systems involved in the process 7 
5. Information is not logged by the system 18 
6. Information cannot be linked to case 0 
7. Verification requires use of non-digital information 3 
8. Ambiguity in rule 3 
9. Optional rule 2 
10. Rule applies to a different process 1 
11. Discrepancy of log and normative process 0 
Total 66 
 Table 13: Limitations of the Invoices approval process 
It can be seen from 
Limitation category Occurrence 
1. No filter possible due to tool limitation 3 
2. Log contains insufficient data 19 
3. No data on roles in the log 10 
4. Log not extended to all systems involved in the process 7 
5. Information is not logged by the system 18 
6. Information cannot be linked to case 0 
7. Verification requires use of non-digital information 3 
8. Ambiguity in rule 3 
9. Optional rule 2 
10. Rule applies to a different process 1 
11. Discrepancy of log and normative process 0 
Total 66 
 Table 13 that 54 limitations are associated with missing data in the log or in the ICT system 
(limitations 2 – 6). This constitutes 82% of all limitations. 
4.2.7.  Report of Audit Conformance 
As a final result of the auditing process, a report of audit conformance is made using the results of all 
filters. The report of audit conformance contains all audit findings where a discrepancy between the 
behaviour that is allowed by the normative process model and one or more process instances that 
are found in the event log is discovered. Based on this audit findings, an auditor can analyse the 
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source of the non-compliant behaviour and make recommendations to process owners to prevent 
this in the future. In the event of erroneous descions resulting from non-compliant process 
instances, measures can be taken by process owners to correct the errors. 
The report is available in Appendix 10: Report of audit conformance – Invoices Process. Table 14 
below shows one line of the report.  
ST. 
NO 
Business Rule Disco Filter Result Comment 
ST3.1 the event log 
contains all steps 
that are described in 
the audit document  
n/a 2 steps are non-
compliant. The first 
two steps (scanning 
and importing) are 
not part of the 
activities in the event 
log as these are 
performed in different 
systems 
This can only be checked by comparison of 
activities to the audit document 
Table 14: Report of Audit Conformance for the invoice approval process - excerpt 
For 10 out of 11 audit statements where a filter was applied, one or more process instances were 
non-compliant. In one of the audit statements, all cases were found to be compliant.  
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5. Discussion of limitations of the proposed approach and 
recommendations for future work 
 
At the start of our research for this graduation project, we have stated our research problem as: 
Literature suggests that process mining techniques and tools can support the conducting of 
business process audits, but the adoption of process mining as support for business process 
auditing is still limited in real-life business environment. 
After the literature review, we have hypothesised that an approach can be formulated to use 
process mining as a support for business process auditing. 
We have found an attempt of structuring of the audit supported by process mining in literature in 
form of the methodology by Sadiq et. al (2007). However, this methodology demonstrates a gap in 
the area of the acquisition of the normative process model that can be used in process mining.  We 
have made an extension to the methodology of Sadiq to represent the elements of preparation of 
the complex process model into a process model that is suitable for the verification of audit criteria.   
To evaluate the extended process audit approach, two case studies were executed by conducting 
two process audits in a real-world setting.  
 
By conducting the two audit cases presented in chapter 4, we have answered the research question 
related to the empirical part of this research, identifying what factors limit the structured approach 
of a business process audit supported by process mining. 
 
In both process audits, it was found that the Normative Process Model was not available as a source 
document, which was required for the audit approach. Therefore, normative process model had to 
be constructed by consulting process experts and secondary sources such as user manuals. 
 
It was also found that the logs that were used do not contain all the information needed to verify all 
formulated audit criteria. This is the most frequently identified cause of limitations of the extended 
audit processs approach. 
 
Table 15 presents the identified category of limitations related to the audit approach supported by 
process mining.   
 
Approach model step Limitation category Grants Invoices 
2. Transform using controlled natural language 8. Ambiguity in rule 6 3 
2. Transform using controlled natural language 9. Optional rule 1 2 
3. Process discovery 2. Log contains insufficient data 6 19 
3. Process discovery 3. No data on roles in the log 5 10 
3. Process discovery 
4. Log not extended to all systems involved in the 
process 
3 7 
3. Process discovery 5. Information is not logged by the system 23 18 
3. Process discovery 6. Information cannot be linked to case 10 0 
4. Filter against normative process model 10. Rule applies to a different process 0 1 
4. Filter against normative process model 11. Discrepancy of log and normative process 6 0 
5. Interconnect of BR and process model  1. No filter possible due to tool limitation 5 3 
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5. Interconnect of BR and process model 
7. Verification requires use of non-digital 
information 
2 3 
 Total 67 66 
Table 15: Comparison of limitations for two process audit cases, breakdown by process step. 
For all steps that are stated in table 15, we have identified factors underpinning the limitations. 
 
Step 2: Transform using controlled natural language is one source of limitations. Limitations in this 
step are related to ambiguous business rules (lim. 8 in table 12) and rules that are optional to 
execute (lim. 9 in table 12).  An optional rule (9) is a special kind of ambiguity, where a free 
(seemingly non-constrained) choice while executing the process is available.  
 
A total number of 12 limitations are associated with ambiguous rule formulation.  
 
Traditionally, the field of auditing has always had a need for objectively verifiable audit criteria. The 
limitations that are present mainly address the problem of making a qualitative judgement without 
clearly defined criteria. For a human auditor, the motivation of this judgement can be made a-
posteriori whereas audit statements as business rules need a-priori available audit criteria to verify 
compliancy. To address this category of limitations, we recommend an extension of the business 
rules approach to the field of auditing. As a subject for future research, a library of auditable 
business rules that is applicable to a business process domain can be developed, that is available for 
re-use across organisations. Such a library would promote adoption of process mining and reduce 
effort needed to formulate audit criteria that are applicable in many situations. 
  
Step 3: Process discovery is the major source of limitations.   Limitation categories 2- 6 are related to 
the step of process discovery. The business process that is audited is discovered by analysing the 
event log of a supporting ICT application.  If the event log does not contain particular attributes that 
are needed to verify the audit criteria, this limits the application of the process audit approach. 
 
The majority of limitations (101 of 133 = 76%) were found during the step of process discovery. A 
further analysis of these limitations reveals that two factors underlie them: 
1. The completeness of the log. Before starting the audit, the event log of the IT systems that 
support the business process must be exported and loaded in the process mining tool for 
analysis. We found during our research, that the completeness of the event log is dependent 
on the detailed specification of the database fields a system database administrator has to 
export. This in turn is dependent on the accuracy of the mental representation that audit- 
and business process expert have of the normative process model and the workflow that is 
programmed in the IT systems. As a rule, this accuracy improves by engaging in active 
meetings with peer experts while discussing the mental representation. For the audit 
process approach, a possible solution to this limiting factor can be found in performing 
multiple iterations of steps 3 and 4 (Process Discovery and Filtering against the normative 
process model). As more information that is needed to verify audit criteria is identified, a 
better a more complete event log can be exported. This may lead to a reduction in the 
number of limitations related to incomplete logging. 
2. Completeness of recorded information in the IT system. We found that 51 limitations are 
related to audit criteria that require information to verify them that is not logged in the IT 
system, or is not accessible for analysis. This is caused by: 
a. Human actions that are not recorded, such as reviewing the content of a grant 
request. Monitoring, categorising and recording human behaviour, using advanced 
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pattern recognition algorithms, can improve the verification of audit criteria that are 
interwoven with human actions.  
b. Systems that are not linked, such as the cases in the grant system and the document 
management system where sent letters are stored in a digital format. From an 
auditing perspective, guidelines that enforce the traceability of a case through an 
entire process chain can help reduce the number of limitations in this area. Also, 
better use of IT supporting applications such as enterprise content suites and 
process monitoring tooling can be used to identify unique case properties that can 
improve traceability. 
 
 
Step 4: Filter against normative process model reveals 7 limitations in two limitation categories that 
are related to the filter of the normative process model.  Matching the mental model of business 
users with the captured real process in the event log presents difficulties to compose filters in the 
process mining tooling. A difference can be seen in the two cases, where for users in the grant 
application process 6 limitations were identified and for the invoices process only 1 limitation. 
Process complexity, defined as the number of possible paths for a process case to follow, is higher in 
the grants case, which may be the cause for this difference as this makes it more difficult for 
business users to construct an adequate mental model. To reduce the number of limitations in this 
category, a design guideline for business processes could be developed, that encourages information 
system developers to keep the number of process paths in a system low enough for business users 
to grasp. 
 
Step 5: Interconnect of business rule and process model. As this final step of the audit process 
approach makes use of process mining tooling, 8 of the limitations that are identified are related to 
functional limitations of the tooling (limitation category 1).  
 
We have found that: 
- It is not possible to have advanced logical expressions in a process mining filter that is used 
to ascertain compliancy. Filters can be applied on specific attribute values and wildcards, but 
this limits the complexity of business rules that can be verified. To eliminate this limitation, a 
future work is required to extend the process mining tooling, for example by adopting the 
methods as described by (Roubtsova, 2004). 
- Some audit criteria evaluate the counting of recurrent activities and matching this number 
of activity instances in a single process case to a predefined number, or a logical expression. 
The counting is not supported by the process mining tool and could be added as a 
functionality. 
- We have found audit criteria that evaluate process time to be below a certain threshold. This 
can be easily verified using a process mining tool filter. However, for some cases process 
time is suspended (for instance, in case additional information is needed). In that case, one 
needs a subtraction of time intervals, which the process mining tool does not support. 
- Finally, some audit criteria require a complex evaluation that depends on the content of 
attributes in the log. Advanced methods of analysing attribute content and use the output of 
this as a source for a filter can vary greatly.  For instance, measuring smartness could be 
evaluated based on an external verification of a log field that contained supposedly SMART 
statements. To support this, process mining tooling would be required to support the import 
of custom-made evaluative algorithms. However, this may be challenging for usability of the 
tooling. 
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A complete overview of all modelled audit criteria and the limitations of the approach is found in 
appendix 4 (grants) and appendix 9 (invoices). 
 
Finally, two limitations of the extended auditing approach are identified that are not related to a 
specific process step:  
1. Forward-looking (predictive) capabilities of process mining. The current approach can 
generate audit findings about compliancy of cases that are found in the event log, as the 
auditable process model is discovered using past cases. It cannot predict compliancy of 
future cases, as the discovered model may be incomplete (not all possible cases are part of 
the log). To address this limitation, research into the extension of possible cases based on 
observed paths through the process model is necessary. Observed activity based input-
output events could be used to predict the likelihood of occurrence of not-yet observed, 
non-compliant behaviour. 
2. Real world processes may contain activities that are not recorded by supporting IT 
applications. For example, verification of product quality may result in a simple (OK/NOK) in 
an IT application, where in reality a person conducts a number of checks that together result 
in a judgement. This is a fundamental problem, which can be corrected by improving the 
detail of recording, but this comes at the cost of added administrative tasks. Research into 
the field of machine learning to observe and record human behaviour that influences the 
recorded decision in the process can extend the usefulness of process mining in auditing. 
 
In general, applying the presented auditing approach to the process audits we have conducted for 
the case studies provide a clear perspective for an auditing practice that is supported may by process 
mining tools.  Of all verifiable audit criteria, 52% for the case study of grant applications and 20% of 
the case study for the invoice process were successfully implemented as filters in the process mining 
tool and the cases in the event logs that functioned as audit evidence were automatically checked 
on conformance to those criteria. For these filters, the check for compliancy is done in 100% of all 
process cases, which would require a great amount of resources in case of a manual audit.  For the 
processes of our case studies 70% (grants) vs 82% (invoices) of all limitations to applying the audit 
approach was related to missing information in the event log or the ICT system, which is not a 
structural problem for the approach.  
 
By designing future business processes, information systems, logs and audit criteria armed with the 
knowledge about a structured approach of process auditing supported by process mining, a time-
consuming manual audit may be avoided in the future. 
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Appendix 1: Literature Research 
 
An extensive summary of the literature research is presented in chapter 2 of the thesis. 
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Appendix 2: Full experimental Protocol – Grant Application Process 
 
Step Category Activity Reference document 
1. Export from 
source system 
The communal grant application process is administrated 
in the ISA4all system, which is used by all departments 
that can give grants.  To obtain the event log of the grant 
application process, the IBM Cognos BI application is used 
to select and export the relevant data from the ISA4all 
system. For this experiment, a selection is made based on 
the activity date (datum uitgevoerd) in ISA4all with 
execution start date values 01-01-2010 <= date <=31-12-
2015. 
The following fields were exported: 
 
1. DOSSIERNUMMER 
2. DOSSIERNUMMEROPGEMAAKT 
3. OMSCHRIJVING 
4. JAAR 
5. BEDRAGGEVRAAGD 
6. BEDRAGTOEKENNING 
7. Bedragcategorie 
8. SUBSIDIECATEGORIE 
9. Datum eerste betaling 
10. SOORTSTAP 
11. NAAM 
12. UITGEVOERD (DATUM/TIJD) 
-  
The export was then saved as a csv file. 
Grants Export ISA4all 2010-
2015.csv 
2. Data translation The CSV file was loaded in MS Excel. As there are 132 
unique activities that correspond to steps in the process, 
translating them all was not feasible. We translated the 
exported field names as follows: 
 
12. Case Number 
13. Case Description 
14. Year of Grant 
15. Amount requested 
16. Amount granted 
17. Grant Regime 
18. Grant Type 
19. Date of payment 
20. Activity 
21. Resource name 
22. Activity date/time 
 
Grants Export ISA4all 2010-
2015.csv 
 
 
3. Data 
anonymisation 
The source file contains named users that are used as 
resources in the process. For privacy reasons, this 
information must be de-personalised. For this purpose, we 
loaded the file of step 2 in Disco and then anonymised the 
file using the export function with appropriate settings.  
 
 
 
Grants Export ISA4all 2010-
2015 anonimysed.csv 
4.  Data import We used the anonymised csv file for import in Disco. All 
fields are imported. 
 
The imported log contains 73.916 events in 4.518 cases.  
 
After importing, a Disco project was made and saved. 
 
 
 
Metrics Grant Application 
Process.zip  
 
42 
 
Grant Application 
Process.dsc 
5. Providing an 
overview of the 
process 
First, in our discussions with the process experts we 
ascertained that on a year-to-year basis, there are 
significant changes to the grant process. We decided to 
focus on a specific grant year (2014) to get a clear process. 
For this, a filter was applied on the ‘grant year’ attribute.  
The resulting dataset is saved separately in the Disco 
Project and used for the remainder of the experiment. 
 
For the grant year 2014, the log contains 12.782 events in 
780 cases.  
 
The process map for the complete process is still of the 
spaghetti type. As the experts indicated there were 
differences in the process for small (<5000), medium 
(5000 – 50.000) and large (>50.000) grant amounts, we 
applied filters for these groups.  
  
To further simplify, the slider settings were adjusted to 
28% of all activities.  
 
The resulting process map and filters were saved. 
 
As all cases were started and completed within the 
timeframe of the original export, no start- and endpoint 
filters were needed to identify incomplete cases. 
 
 
 
 
Filter recipe: 
ST5 Grant year 2014.recipe 
Data Set: 
Grant year 2014 Filter 
 
Metrics grants 2014.png 
 
ST5 Grant Regime 
<5000.recipe 
Grants <5000 Filter.jpg 
 
ST5 Grant Regime 5000-
50000.recipe 
Grants 5000 – 50.000 
Filter.jpg 
 
ST5 Grant 
Regime>50.000.recipe 
Grants >50.000 Filter.jpg 
6. Ascertaining what 
part of the 
activities 
contained in the 
log is relevant 
and pertinent to 
the business 
process. 
During several meetings with audit experts, the filtered 
process map was examined and a number of example 
cases were reviewed to determine if the experts could 
‘recognize’ the process and match it with system activities. 
 
In summary, users could identify almost all activities of the 
process as these were named identically to the activities in 
the ISA4all system.  
 
The activity  ‘Toevoegen componenten’  was not directly 
recognised. This turned out to be a selection screen for 
multiple alternative actions. Also, the term ‘DI’ in a 
number of activities was not clear. This turned out to be 
an abbreviation for activities related to ‘Documentaire 
Informatievoorziening’ and had to do with sending 
different types of letters to applicants. 
 
During this step, two problems in the log were diagnosed 
and corrected: 
- An incorrect date field was used as a time stamp 
(planned date instead of date of activity) 
- In the export file, grant regime was determined 
by amount granted instead of amount 
requested, resulting in the placement of all 
grants that were rejected in the ‘small’ regime 
(as €0 was granted in those cases). 
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7. Constructing the 
audit framework 
to be evaluated 
using audit 
criteria. 
As a source for constructing the audit framework, we used 
the internal control framework for the grant process. For 
easy editing the document was converted to excel. 
 
The framework was scanned for all statements that could 
be verified using the event log. These statements can be 
found in the following original columns: 
- Inherente risico (Inherent Risks, column B) 
- Beschrijving AO/IC (Description of Administrative 
Procedure / Internal Controls, column C) 
- Geidentificeerde IC maatregelen (identified 
internal control measures, column E) 
- Restrisico (remaining risk, column F) 
 
The resulting statements are available in the reference 
document.  
 
E-100 Procestabel subsidies 
2015.doc 
 
St.7 Procestabel to audit 
statements.xlsx 
 
 
 
 
 
 
 
 
 
 
 
 
 
St.7 Procestabel to audit 
statements.xlsx 
 
 
 
 
 
 
 
 
8. Constructing 
Filters for the 
business process 
In this step. the statements are evaluated. If possible, they 
are rephrased as business rules using natural controlled 
language. Next, the process activities that play a role in 
evaluating the business rule are identified.  
 
To end this step, we evaluate if it is possible to filter the 
log in Disco to verify the business rule. 
 
 
 
St.8 Statements to Filters 
Grants.xlsx 
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Appendix 3: Sheet of Statements – Grant Application Process 
 
 
Statement ENG control 
objective 
Process activities 
affected 
Business Rule 
ST1 Every grant application is required 
to be submitted on time 
1. 
Effectiveness 
Aanvraag ontvangen For every case where grant regime 
equals ' midden' or ' groot' , the 
timestamp of activity  ' aanvraag 
ontvangen'  must be <31- 10-2013  
ST2 Every grant application is required 
to be submitted complete. An 
application is considered complete 
if name, adress, date of application 
and signature is suppplied. 
4. Integrity Ontvangstbevestiging 
aanvraag, verzoek 
aanvullen aanvraag 
Every case that is forwarded to 
beoordelen aanvraag, must be 
checked on completeness 
ST3 Every grant application must be 
substantiated by documents that 
support the  application, such as a 
budget proposal, and a motivation 
letter 
4. Integrity opvragen extra info 
aanvraag, ontvangen 
extra info aanvraag, 
verlenen conform 
aanvraag 
every case that has activity 
opvragen extra info aanvraag, but 
has not activity ontvangen extra 
info aanvraag, must not contain 
activity verlenen conform aanvraag 
ST4 If an application is incomplete, the 
maximum duration of the approval 
process is extended 
7. Reliability aanvraag ontvangen, 
verlening, afwijzing, 
deel weigering 
verzoek extra info 
aanvraag, ontvangen 
extra info aanvraag,  
For every case where activity 
request for additional information 
is performed, the maximum time 
for making a descision is extended 
by the time period between 
sending the request and receiving 
the information 
ST5 If an application is not submitted in 
the appropriate time interval, it can 
be discarded or approval and 
payment can be postponed 
7. Reliability Aanvraag ontvangen, 
verlening, afwijzing of 
deel weigering 
For every case where aanvraag 
ontvangen > 31/10/13,verlening 
conform aanvraag maynot 
executed  
ST6 Applications that are not submitted 
on time are added to the process 
through a P-Dossier 
7. Reliability Dossier openen For every case where aanvraag 
ontvangen >31/10/13, the case is 
opened through a P-dossier 
ST7 If an application is incomplete, a 
request to supply additional 
information within 10 working day 
is sent to the applicant  
2. Efficiency DI datum verzoek 
aanvulling, ontvangen 
aanvulling 
For every case where activity DI 
datum verzoek aanvulling is 
executed, the time between this 
activity and ' ontvangen aanvuling'  
must be <14 days 
ST8 In all requests for information, a 
notification of suspension of the 
approval process is given 
6. Compliance DI verzoek aanvulling For every case where activity DI 
verzoek aanvulling is performed, a 
notification iof suspension is 
included in the letter 
ST9 For grants submitted to economics 
and culture, no confirmation of 
recieval is sent. 
6. Compliance DI 
ontvangstbevestiging 
aanvraag volledig 
For all cases with grant type 
'cultuur totaal' , 'projecten 
amateurkunst' , 'projecten cultuur'  
and 'stimulering amateurkunst' , 
activity DI ontvangstbevestiging 
aanvraag volledig is not performed 
ST10 For grant submitted to SD, a 
confirmation of recieval is sent 
6. Compliance DI 
ontvangstbevestiging 
aanvraag volledig 
For all cases with grant type 
'sociaal domein' , activity DI 
ontvangstbevestiging aanvraag 
volledig is erformed 
ST11 Every application is reviewed with 
respect to content by the grant 
expert. The review is documented. 
5. Availability Beoordelen aanvraag N/a 
ST12 Every application is reviewed with 
respect to finance by the grant 
accountmanager. The review is 
documented. 
5. Availability beoordelen aanvraag N/a 
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ST13 The activities that will be executed 
if the grant is approved must be 
described in a SMART manner 
7. Reliability beoordelen aanvraag N/a 
ST14 During the grant approval process, 
the financial review and content 
review cannot be performed by the 
same employee 
4. Integrity beoordelen aanvraag N/a 
ST15 If an application is not approved, 
the rejection is substantiated by a 
content specific rejection letter to 
the applicant. 
6. Compliance Verlening weigering, 
DI datum verlening 
afwijzing 
For all cases where activity 
verlening weigering is executed, DI 
datum verlening afwijzing is also 
executed 
ST16 For every grant that is approved, al 
activities that are funded are added 
in a SMART format to the descision 
letter to the applicant 
5. Availability verlening conform 
aanvraag, verlening 
conform aanvraag incl 
sanctie, deel 
weigering, deel 
weigering incl sanctie, 
corresponding DI 
letters 
For all cases, that have one of the 
process activities executed,  the 
corresponding DI letters are sent 
ST17 If a grant application concerns a 
yearly activity, the descision is sent 
on dec 31th of the year preceding 
the application at the latest 
1. 
Effectiveness 
attentiebrief jaarlijkse 
aanvraag, DI datum 
verlening conform 
aanvraag, DI datum 
verlening afwijzing, DI 
datum deel weigering, 
DI datum verlening 
conform aanvraag incl 
sanctie, DI datum deel 
weigering incl sanctie 
For all cases that have the activity 
'attentiebrief jaarlijkse aanvraag',  
one of the mentioned activities 
must be performed before 31-12-
2013 
ST18 If a grant application concerns a 
one-time activity the descision is 
sent 8 weeks after recieving the 
complete application at the latest 
1. 
Effectiveness 
attentiebrief jaarlijkse 
aanvraag,DI 
ontvangstbevestiging 
aanvraag volledig, DI 
ontvangstbevestiging 
aanvraag na 
aanvulling, DI datum 
verlening conform 
aanvraag, DI datum 
verlening afwijzing, DI 
datum deel weigering, 
DI datum verlening 
conform aanvraag incl 
sanctie, DI datum deel 
weigering incl sanctie 
For all cases, that do not have the 
activity attentiebrief jaarlijkse 
aanvraag, the time interval 
between DI ontvangstbevestiging 
aanvraag volledig, DI 
ontvangstbevestiging or aanvraag 
na aanvulling and one of the 
activities DI datum verlening 
afwijzing, DI datum deel weigering, 
DI datum verlening conform 
aanvraag incl sanctie, DI datum 
deel weigering incl sanctie must be 
SHORTER than 8 weeks 
ST19 The amount allocated or payed in 
advance of the activity is provided 
in the acceptance letter 
4. Integrity DI datum verlening 
conform aanvraag, DI 
datum deel weigering, 
DI datum verlening 
conform aanvraag incl 
sanctie, DI datum deel 
weigering incl sanctie 
For all cases where one of the 
activities is executed, the amount 
allocated is provided in the letter 
sent by executing the activity 
ST20 The descision to accept or reject the 
grant application is signed by a 
mandated employee 
4. Integrity DI datum verlening 
conform aanvraag, DI 
datum verlening 
afwijzing, DI datum 
deel weigering, DI 
datum verlening 
conform aanvraag incl 
sanctie, DI datum deel 
weigering incl sanctie 
For all cases where one of the 
activities is executed, a signature of 
a mandated employee is  added to 
the letter that is sent by executing 
the activity 
ST21 After the descision letter is sent, a 
payment schedule is implemented 
7. Reliability wijzig component 
verlening 
N/a 
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ST22 In the descision letter, all relevant 
requirements to receiving the grant 
stemming from the grant 
legislation, AWB and NR) are 
summarised. 
4. Integrity DI datum verlening 
conform aanvraag, DI 
datum verlening 
afwijzing, DI datum 
deel weigering, DI 
datum verlening 
conform aanvraag incl 
sanctie, DI datum deel 
weigering incl sanctie 
N/a 
ST23 If the grant amount is lower than 
5000 EUR, the total amount is 
payed in one transaction. In all 
other circumstances the board of 
aldermen decides the payment 
schedule 
2. Efficiency wijzig component 
verlening 
For all cases where amount 
granted <5000, the content for 
activity wijzig component verlening 
contains only one date of payment 
ST24 If the grant amount is lower than 
5000 EUR, a decision to appove or 
reject the request must be made 
within three weeks of receiving the 
complete request 
1. 
Effectiveness 
DI 
ontvangstbevestiging 
aanvraag volledig, DI 
ontvangstbevestiging 
aanvraag na 
aanvulling, DI datum 
verlening conform 
aanvraag, DI datum 
verlening afwijzing, DI 
datum deel weigering, 
DI datum verlening 
conform aanvraag incl 
sanctie, DI datum deel 
weigering incl sanctie 
For all cases where amount 
requested <5000, one of the 
activities that contain a decision 
letter must be executed not later 
than three weeks after a 
confirmation of receipt is sent 
ST25 If the grant amount that is approved 
is larger than 50.000 EUR, a semi-
annual progress report is required 
by July, 1rst at the latest 
2. Efficiency DI 
ontvangstbevestiging 
verantwoording 
compleet, DI 
ontvangestbevestiging 
verantw compleet na 
aanvulling 
For all cases where grant regime is 
'groot' , one of the activities must 
be performed before 1-7-2014 
ST26 the semi-annual progress report 
must conform to a standard format. 
4. Integrity     
ST27 If the semi-annual progress report is 
not submitted, the payment 
schedule is halted immideately and 
a reminder letter is sent. 
6. Compliance Rappel 
verantwoording, DI 
datum rappel 
verantwoording 
For every case where rappel 
verantwoording is executed, 
activity DI datum rappel 
verantwoording is also executed 
and the payment schedule is halted  
ST28 The semi-annual progress reports 
are evaluated, but not documented 
in a formal manner 
4. Integrity Attentiebrief 
verantwoording, 
Beoordelen 
verantwoording 
For every case where attentiebrief 
verantwoording is executed, 
beoordelen verantwoording is also 
executed and documented in an 
informal manner 
ST29 If the semi-annual progress report is 
submitted within two weeks after 
the first of July, a 5% fine is issued 
with a minimum of EUR 50,-  and a 
maximum of EUR 25.000,-. 
6. Compliance ontvangen hj rap, 
wijzigen component 
every case that has activity 
ontvangen hj rap executed 
between 01-07-2014 en 14-07-
2014 has activity wijzigen 
component executed 
ST30 The progress report must be 
evaluated with regard to the grant 
descision, the budget plan and 
possibly the annual report of the 
previous grant year. 
4. Integrity beoordelen hj 
rapportage 
n/a 
ST31 The result of the semi-annual 
progress meeting does not have a 
specific format and does not need 
to be documented 
4. Integrity beoordelen hj 
rapportage 
n/a 
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ST32 For every grant amount that is not 
definitively confirmed  in the 
decision letter, a request for 
confirmation must be made by the 
applicant. 
6. Compliance vaststelling met 
verlening, vaststelling 
met verlening 
eenmalig,  
verantwoording 
ontvangen, verlening 
weigering, vaststelling 
ambtshalve 
for all case where activity 
vaststelling met verlening or 
vaststelling met verlening eenmalig 
is not executed (and the 
application was not rejected), 
verantwoording ontvangen must 
be executed 
ST33 If the grant amount is lower than 
EUR 5.000, the definitive grant 
amount must be confirmed at  the 
same time as the decision letter or 
within 13 weeks after the subsidised 
activity is executed. 
1. 
Effectiveness 
verlening conform 
aanvraag, deel 
weigering, vaststelling 
conform aanvraag, 
vaststelling 
ambtshalve 
for all case where grant regime is 
'klein', activities DI datum verlening 
conform aanvraag or DI datum deel 
weigering must eventually be 
followed by activities DI Datum 
vaststelling ambtshalve or DI 
Datum vaststelling conform 
aanvraag, and he time between 
corresponding activities must not 
be longer than 13 weeks. 
ST34 For grants between EUR 5.000 and 
EUR 50.000, a written report is 
needed to verify the subsidised 
activities were really executed. 
6. Compliance verlening conform 
aanvraag, deel 
weigering, vaststelling 
conform aanvraag, 
ontvangstbevestiging 
verantwoording 
compleet, 
verantwoording 
ontvangen 
for all cases where grant regime is ' 
midden', if activity verlening 
conform aanvraag or deel 
weigering is executed, activity 
verantwoording ontvangen must 
also be executed 
ST35 Grants >50,000 must submit a 
rating statement 
6. Compliance verantwoording 
ontvangen 
for all cases where grant regime is 
midden or groot, activity 
'verantwoording ontvangen'  
documents must contain a rating 
statement 
ST36 Grants >100.000 must submit a 
accountant statement 
6. Compliance verantwoording 
ontvangen 
for all cases where the attribute of  
amount received >100.000, activity 
' verantwoording ontvangen'  
documents must contain an 
accountant statement 
ST37 the submitted accountant 
statement contains a paragraph 
that states the subsidised activity is 
really executed and the activity 
conforms to all requirements that 
were in the decision letter 
6. Compliance beoordelen 
verantwoording 
voor all cases where the attrinute 
of amoint received >100.000, 
activity beoordelen 
verantwoording must contain a 
verification of the accountant 
paragraph about fullfilled grant 
requirement 
ST38 If the request for definitive grant 
amount confirmation is not 
received, a reminder letter is sent to 
the applicant 
1. 
Effectiveness 
verantwoording 
ontvangen, rappel 
verantwoording, DI 
datum rappel 
verantwoording 
for all cases where ontvangen 
verantwoording is not executed 
before may 1, activity rappel 
verantwoording is executed 
ST39 The legal maximum time period for 
confirmation of the definite grant 
amount starts counting the day all 
necessary supporting statements 
have been received. This day is 
recorded in the grant administrative 
system. 
4. Integrity verantwoording 
ontvangen 
For all applicants that have sent a 
verantwoording, activity  
verantwoording ontvangen is 
executed 
ST40 The supporting statements must be 
received before may 1, each year.  
2. Efficiency verantwoording 
ontvangen 
voor al cases where 
verantwoording ontvangen is 
executed, it must be executed 
before may 1 
48 
 
ST41 If the supporting statements are not 
received before may 1, a reminder 
letter is sent to the grant applicant 
stating fines for late submissal 
4. Integrity verantwoording 
ontvangen, rappel 
verantwoording, DI 
datum rappel 
verantwoording 
for all cases where ontvangen 
verantwoording is not executed 
before may 1, activity rappel 
verantwoording is executed and a 
statement concerning fines is 
added to the rappel 
ST42 if the supporting statements are 
less than  one month late, a fine of 
5% of the grant amount with a 
minimum of EUR 50 and a 
maximum of EUR 25.000 is issued 
6. Compliance DI datum 
verantwoording 
ontvangen, verlening 
incl sanctie 
for all cases where DI datum 
verantwoording ontvangen may 
1<date<June 1, activity containing 
the word sanctie is executed. 
ST43 if the supporting statements are 
more than one month but less than 
two months late, a fine of 10% of 
the grant amount with a minimum 
of EUR 100 and a maximum of EUR 
50.000 is issued 
6. Compliance DI datum 
verantwoording 
ontvangen, verlening 
incl sanctie 
for all cases where DI datum 
verantwoording ontvangen june 
1<date<July 1, activity containing 
the word sanctie is executed. 
ST44 if the supporting statements are 
more than two months late, the 
definitive grant amount will be set 
indepently by the grant 
administrator.  
6. Compliance DI datum 
verantwoording 
ontvangen, DI 
vaststelling 
ambtshalve 
for all cases where DI datum 
verantwoording ontvangen >July 1, 
activity DI vaststelling ambtshalve 
is executed 
ST45 Every definitive grant amount 
allocation is reviewed with respect 
to content by the grant expert. The 
review is documented. 
7. Reliability beoordelen 
verantwoording 
for all cases where beoordelen 
verantwoording is executed, a 
resource with role grant exepert 
must execute the review 
ST46 Every definitive grant amount 
allocation is reviewed with respect 
to finance by the grant 
accountmanager. The review is 
documented. 
7. Reliability beoordelen 
verantwoording 
for all cases where beoordelen 
verantwoording is executed, a 
resource with role account 
manager  must execute the review 
ST47 The activities that will be executed 
if the grant is approved must be 
described in a SMART manner 
5. Availability Beoordelen aanvraag For all cases that executed activity 
beoordelen aanvraag, the activities 
that are reviewed must be 
described in a SMART manner 
ST48 The financial and content review 
cannot be performed by the same 
resource 
4. Integrity Beoordelen aanvraag for all cases where activity 
beoordelen verantwoording is 
executed, the financial part and the 
content part must be reviewed by 
two different resources 
ST49 If all requirements are met by the 
grant applicant all subsidised 
activities are executed, the 
definitive grant amount allocated is 
the same amount as the grant 
amount that was awarded in the 
descision letter 
7. Reliability DI Datum Verlening 
conform aanvraag, 
beoordelen aanvraag 
for all cases where activities 
mentioned in DI Datum verlening 
conform aanvraag where 
completely executed, beoordelen 
aanvraag allocates the grant 
amount statet in DI datum 
verlening conform aanvraag 
ST50 The definitive grant amount 
allocated must be signed by the 
mandated grant manager 
4. Integrity Di Datum vaststelling 
conform verlening, DI 
datum lagere 
vaststelling, DI datum 
vaststelling 
ambtshalve 
For all cases that have one of the 
forementioned activities executed, 
the letter that is sent to the 
applicant must be signed by a 
resource that has the role of grant 
manager 
ST51 If not all grant requirements are 
met or not all subsidised activities 
are executed, the letter  containing 
the definitive grant amount 
allocated must contain a 
substantiated explanation of the 
deducted grant amount 
5. Availability DI datum lagere 
vaststelling 
For all cases where DI datum lagere 
vaststelling is executed, a 
specification of the deductions that 
are applied to the preliminary 
grant amount must be added to 
the letter that is sent to the 
applicant 
49 
 
ST52 The letter containing the definitive 
amount allocated must be sent 
within 13 weeks after receiving the 
supporting statements, or before 
August 1 of the year following the 
grant application 
1. 
Effectiveness 
DI datum ontvbev 
verantwoording 
compleet, Di Datum 
vaststelling conform 
verlening, DI datum 
lagere vaststelling, DI 
datum vaststelling 
ambtshalve 
For all cases where DI datum 
ontvbev verantwoording compleet 
is executed, A) one of the follower 
activities must be executed within 
13 weeks of the date of DI Datum 
verantwoording, OR  B) if DI datum 
ontvbev verantwoording compleet 
is not executed, one of the 
following activities must be 
executed before august 1, 2015 
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Appendix 4: List of Disco Filters – Grant Application Process 
 
St. NO Business Rule Disco Filter Results Limitation 
Category 
Comment 
ST1 For every case where grant 
regime equals ' midden' or 
' groot' , the timestamp of 
activity  ' aanvraag 
ontvangen'  must be <31- 
10-2013  
ST1 Filter 163 cases are 
non-compliant 
  
 
  
ST2 Every case that is 
forwarded to beoordelen 
aanvraag, must be 
checked on completeness 
ST2 Filter 6 cases are 
non-compliant 
with the filter.. 
None of these 
cases were 
forwarded to 
beoordelen 
aanvraag. All 
were closed 
and no grants 
were payed. 
So, 100% 
compliancy to 
the business 
rule. 
    
ST3 every case that has activity 
opvragen extra info 
aanvraag, but has not 
activity ontvangen extra 
info aanvraag, must not 
contain activity verlenen 
conform aanvraag 
ST3 Filter: select all 
cases that contain 
activity opvragen extra 
info aanvraag, but do 
not contain activity 
ontvangen extra info 
aanvraag. Then select all 
cases that contain 
activity verlenen 
aanvraag 
6 cases are 
non-compliant 
with the filter.  
L5, It is not possible to 
verify if all grant 
applications are 
correctly checked 
for substantiating 
documents, as the 
documents are not 
in the system 
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ST4 For every case where 
activity request for 
additional information is 
performed, the maximum 
time for making a 
descision is extended by 
the time period between 
sending the request and 
receiving the information 
ST4 filter. First, al cases 
where request for 
additional information is 
sent are filter. Next a 
follower filter tis applied 
tp filter all cases that 
took longer than the 
legally permitted 8 
weeks to reach a 
descision. 
9 cases did not 
comply. 1 case 
of these did 
comply after 
the extended 
time was 
added 
L1, The tool does not 
have an option to 
add or substract 
activity dates to 
determine non-
compliancy. The 
final step of the 
filter was done 
manually by 
counting exta 
allowed time 
ST5 For every case where 
aanvraag ontvangen > 
31/10/13,verlening 
conform aanvraag maynot 
executed  
ST5 filter. 210 cases do 
not comply.  
L8,L9, The correct filter 
should contain 
conditions for the 
choises made. These 
are unknown 
ST6 For every case where 
aanvraag ontvangen 
>31/10/13, the case is 
opened through a P-
dossier 
N/a N/a L5, No separate process 
activities are related 
to the adding of an 
application through 
a P-dossier. So it 
cannot be discerned 
if this has / has not 
happened with 
cases that were 
submitted late. 
ST7 For every case where 
activity DI datum verzoek 
aanvulling is executed, the 
time between this activity 
and ' ontvangen aanvuling'  
must be <14 days 
ST7 Filter: all cases 
where this time period 
>14 days 
4 cases are 
non-compliant 
L5, the system contains 
no information 
regarding 
completeness. The 
BR assumes the 
check is performed 
by humans correctly 
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ST8 For every case where 
activity DI verzoek 
aanvulling is performed, a 
notification iof suspension 
is included in the letter 
N/a N/a L5,L6, All letters that can 
be sent to grant 
applicants are 
digitally available, 
and can be checked 
for inclusion of the 
suspension notice. 
However, the letters  
cannot be 
automatically linked 
to cases and 
activities and the act 
of including a 
suspension notice is 
not logged 
ST9 For all cases with grant 
type 'cultuur totaal' , 
'projecten amateurkunst' , 
'projecten cultuur'  and 
'stimulering amateurkunst' 
, activity DI 
ontvangstbevestiging 
aanvraag volledig is not 
performed 
ST9 Filter: filter on 4 
grant types, and  activity 
'DI 
ontvangstbevestiging' 
volledig'  
166 = 100% of 
all cases are 
non-compliant 
L11, It seems that in 
contrast to the 
business rule, 
confirmation of 
receipt is performed 
by economic and 
culture 
ST10 For all cases with grant 
type 'sociaal domein' , 
activity DI 
ontvangstbevestiging 
aanvraag volledig is 
erformed 
ST10 Filter 2 cases passed 
the filter. 
However, 
these were 
incomplete 
applications for 
which another 
confirmation 
was sent.  So 
all cases were 
compliant 
    
ST11 N/a N/a N/a L5, There is only one 
beoordelen 
aanvraag activity, 
and no information 
is logged concering 
the type of review 
that is performed.; 
financial or other 
ST12 N/a N/a N/a L5, There is only one 
beoordelen 
aanvraag activity, 
and no information 
is logged concering 
the type of review 
that is performed.; 
financial or other 
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ST13 N/a N/a N/a L1,L5, No information 
concering the  
activities that will be 
executed is in the 
system. Also, Disco 
cannot check 
formulated activities 
for  SMARTnes, as 
no such filter is 
available in the tool 
ST14 N/a N/a N/a L5, The system logs 
resources that 
perform the activity 
beoordelen 
aanvraag, but this is 
just executed once 
for each case. For 
seperation of 
concerns to be 
audited, for each 
case the activity 
beoordelen 
aanvraag should be 
performed twice, 
with different 
resources for both 
events. 
ST15 For all cases where activity 
verlening weigering is 
executed, DI datum 
verlening afwijzing is also 
executed 
ST15 filter 4 Cases are 
non-compliant 
L11, The 4 non-compliant 
cases are change 
from rejected to 
partially rejected; 
this is not possible 
according to the 
normative process 
ST16 For all cases, that have one 
of the process activities 
executed,  the 
corresponding DI letters 
are sent 
ST16a,b,c,d, filter ST16a: 17 cases 
are non-
compliant 
ST16b: 0 cases 
ST16c: 7 cases 
ST16d: 0 cases 
L1,L5,L6, It can be tested if a 
letter is sent, 
however it cannot 
be verified if the 
letter is composed 
according to SMART 
criteria. Also, the 
system does not 
contain the sent 
letters 
ST17 For all cases that have the 
activity 'attentiebrief 
jaarlijkse aanvraag',  one 
of the mentioned activities 
must be performed before 
31-12-2013 
ST17 filter 13 cases are 
non-compliant 
L5, The filter presumes 
that all yearly 
activities have the 
activity attentiebrief 
jaarlijkse aanvraag. 
This may not always 
be the case. 
However, a  field to 
indicate that an 
application concerns 
a yearly activity is 
not in the system 
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ST18 For all cases, that do not 
have the activity 
attentiebrief jaarlijkse 
aanvraag, the time interval 
between DI 
ontvangstbevestiging 
aanvraag volledig, DI 
ontvangstbevestiging or 
aanvraag na aanvulling 
and one of the activities DI 
datum verlening afwijzing, 
DI datum deel weigering, 
DI datum verlening 
conform aanvraag incl 
sanctie, DI datum deel 
weigering incl sanctie must 
be SHORTER than 8 weeks 
ST18 filter 295 cases are 
non-compliant 
L5, The filter presumes 
that all yearly 
activities have the 
activity attentiebrief 
jaarlijkse aanvraag. 
This may not allways 
be the case. 
However, a  field to 
indicate that an 
application concerns 
a yearly activity is 
not in the system 
ST19 For all cases where one of 
the activities is executed, 
the amount allocated is 
provided in the letter sent 
by executing the activity 
N/a N/a L5,L6, No information 
about content of 
letters that are sent 
to applicants is in 
the system.  
ST20 For all cases where one of 
the activities is executed, a 
signature of a mandated 
employee is  added to the 
letter that is sent by 
executing the activity 
N/a N/a L3,L5, A mandate model is 
not provided in the 
system. Also, the 
person executing 
the activity can 
differ from the one 
that is mandated to 
sign the letter 
ST21 N/a N/a N/a L4,L5, The financial process 
that is associated 
with the payment of 
grants is  perfomed 
with a different IT 
system, of which no 
logging is available 
for the purpose of 
this research.  Also, 
the payment 
schedule is 
registered in the 
activity wijzig 
component 
verlening, but no 
additional 
information is 
logged. 
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ST22 N/a N/a N/a L5,L6,L8, From the available 
information, no 
business rule can be 
formulated to sum 
up which 
information is 
relevant for the 
descision. Also, the  
system contains no 
information 
regarding the 
content of the 
decision letter 
ST23 For all cases where 
amount granted <5000, 
the content for activity 
wijzig component 
verlening contains only 
one date of payment 
N/a N/a L2,L4, The financial process 
that is associated 
with the payment of 
grants is  perfomed 
with a different IT 
system, of which no 
logging is available 
for the purpose of 
this research.  Also, 
the payment 
schedule is 
registered in the 
activity wijzig 
component 
verlening, but no 
additional 
information is 
logged. 
ST24 For all cases where 
amount requested <5000, 
one of the activities that 
contain a decision letter 
must be executed not later 
than three weeks after a 
confirmation of receipt is 
sent 
ST24 Filter 286 cases are 
non-compliant 
L1, For some cases that 
are non-compliant, 
due to a suspension 
of time to response 
during a request for 
additional 
information, the 
case may still be 
compliant. However, 
the tool does not 
allow substraction of 
a suspended time. 
ST25 For all cases where grant 
regime is 'groot' , one of 
the activities must be 
performed before 1-7-
2014 
ST25a Filter: all cases 
where no 
ontvangstbevestiging 
verantwoording was 
sent 
ST25b Filter: 
ST25A: 5 cases 
are non-
compliant 
ST25b: 20 
cases are non 
compliant 
L11, For a five process 
instances, the semi-
annual report was 
replaced by a spring 
and automn 
progress report 
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ST26       L5,L6,L8, The progress reports 
that are submitted 
are not available 
through the grant 
application system. 
Also, the standard 
format is not 
specified 
ST27 For every case where 
rappel verantwoording is 
executed, activity DI 
datum rappel 
verantwoording is also 
executed and the payment 
schedule is halted  
ST27 Filter 0 cases are 
non-compliant 
L2,L4, The financial process 
that is associated 
with the payment of 
grants is  perfomed 
with a different IT 
system, of which no 
logging is available 
for the purpose of 
this research.  Also, 
concerning the 
payment schedule 
no additional 
information is 
logged. 
ST28 For every case where 
attentiebrief 
verantwoording is 
executed, beoordelen 
verantwoording is also 
executed and documented 
in an informal manner 
ST28 Filter 72 cases are 
non-compliant 
L8,L11, The BR can only 
partially tested, as is 
not specified how 
the informal 
documentation and 
evaluation takes 
place. Also, a large 
number of cases are 
non compliant; by 
examining the 
process it turns out 
that the process 
flow of compliant 
cases differs from 
the normative 
process model 
ST29 every case that has activity 
ontvangen hj rap executed 
between 01-07-2014 en 
14-07-2014 has activity 
wijzigen component 
executed 
ST29 Filter 0 cases are 
non-compliant 
L2, Filter can only be 
used tot test for 
execution of the 
activities, not for 
application of the 
fine 
ST30 n/a n/a n/a L5,L8, No information is 
provided regarding 
evaluation criteria. 
Also the evaluation 
is not logged 
according to criteria 
ST31 n/a n/a n/a L8, This rule states only 
things that do not 
have to be executed  
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ST32 for all case where activity 
vaststelling met verlening 
or vaststelling met 
verlening eenmalig is not 
executed (and the 
application was not 
rejected), verantwoording 
ontvangen must be 
executed 
ST32 Filter 44 cases are 
non-compliant 
    
ST33 for all case where grant 
regime is 'klein', activities 
DI datum verlening 
conform aanvraag or DI 
datum deel weigering 
must eventually be 
followed by activities DI 
Datum vaststelling 
ambtshalve or DI Datum 
vaststelling conform 
aanvraag, and he time 
between corresponding 
activities must not be 
longer than 13 weeks. 
ST33 Filter 96 cases are 
non-compliant 
L11, It seems the non-
compliant cases are 
caused by the 
'vaststellen 
ambtshalve' activity, 
which is not in the 
normative process 
ST34 for all cases where grant 
regime is ' midden', if 
activity verlening conform 
aanvraag or deel weigering 
is executed, activity 
verantwoording 
ontvangen must also be 
executed 
St34 Filter 21 cases are 
non-compliant 
    
ST35 for all cases where grant 
regime is midden or groot, 
activity 'verantwoording 
ontvangen'  documents 
must contain a rating 
statement 
n/a n/a L5,L6, The documents 
concerned are not in 
the grant application 
system, nor is there 
a check field 
indicating the 
documents are 
received 
ST36 for all cases where the 
attribute of  amount 
received >100.000, activity 
' verantwoording 
ontvangen'  documents 
must contain an 
accountant statement 
n/a n/a L5,L6, The documents 
concerned are not in 
the grant application 
system, nor is there 
a check field 
indicating the 
documents are 
received 
ST37 voor all cases where the 
attrinute of amoint 
received >100.000, activity 
beoordelen 
verantwoording must 
contain a verification of 
the accountant paragraph 
about fullfilled grant 
requirement 
n/a n/a L5,L6, The documents 
concerned are not in 
the grant application 
system, nor is there 
a check field 
indicating the 
verification is 
performed 
ST38 for all cases where 
ontvangen 
verantwoording is not 
executed before may 1, 
activity rappel 
ST38 Filter 190 cases are 
non-compliant 
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verantwoording is 
executed 
ST39 For all applicants that have 
sent a verantwoording, 
activity  verantwoording 
ontvangen is executed 
n/a n/a L6,L7, A manual check 
must be perfomed 
on the date of  all 
received supporting 
statements in the 
mail, and compared 
to the date of the 
execution of activity 
verantwoording 
ontvangen 
ST40 voor al cases where 
verantwoording 
ontvangen is executed, it 
must be executed before 
may 1 
ST40 Filter 199 cases are 
non-compliant 
    
ST41 for all cases where 
ontvangen 
verantwoording is not 
executed before may 1, 
activity rappel 
verantwoording is 
executed and a statement 
concerning fines is added 
to the rappel 
n/a n/a L2, The log contains no 
information about 
the content of the 
rappel letter. 
ST42 for all cases where DI 
datum verantwoording 
ontvangen may 
1<date<June 1, activity 
containing the word 
sanctie is executed. 
ST42 Filter 139 cases are 
non-compliant 
L2, The log contains no 
information about 
the height of the 
sanction that was 
issued.  
ST43 for all cases where DI 
datum verantwoording 
ontvangen june 
1<date<July 1, activity 
containing the word 
sanctie is executed. 
ST43 Filter 55 cases are 
non-compliant 
L2, The log contains no 
information about 
the height of the 
sanction that was 
issued.  
ST44 for all cases where DI 
datum verantwoording 
ontvangen >July 1, activity 
DI vaststelling ambtshalve 
is executed 
ST44 Filter 54 cases are 
non-compliant 
    
ST45 for all cases where 
beoordelen 
verantwoording is 
executed, a resource with 
role grant exepert must 
execute the review 
n/a n/a L3, Normative process 
states that two 
resources should 
review the 
verantwoording, 
however the log 
shows only one 
resources executing 
the activity.Also, no 
information is 
provided concerning 
the role of the 
resources 
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ST46 for all cases where 
beoordelen 
verantwoording is 
executed, a resource with 
role account manager  
must execute the review 
n/a n/a L3, Normative process 
states that two 
resources should 
review the 
verantwoording, 
however the log 
shows only one 
resources executing 
the activity.Also, no 
information is 
provided concerning 
the role of the 
resources 
ST47 For all cases that executed 
activity beoordelen 
aanvraag, the activities 
that are reviewed must be 
described in a SMART 
manner 
n/a n/a L1, The process mining 
tool does not 
contain filters to test 
SMARTness of log 
data 
ST48 for all cases where activity 
beoordelen 
verantwoording is 
executed, the financial 
part and the content part 
must be reviewed by two 
different resources 
n/a n/a L3,L11, Normative process 
states that two 
resources should 
review the 
verantwoording, 
however the log 
shows only one 
resources executing 
the activity.Also, no 
information is 
provided concerning 
the role of the 
resources 
ST49 for all cases where 
activities mentioned in DI 
Datum verlening conform 
aanvraag where 
completely executed, 
beoordelen aanvraag 
allocates the grant amount 
statet in DI datum 
verlening conform 
aanvraag 
n/a n/a L5, The check whether 
all acitivities are 
executed as planned 
is not registered in 
the grant application 
system 
ST50 For all cases that have one 
of the forementioned 
activities executed, the 
letter that is sent to the 
applicant must be signed 
by a resource that has the 
role of grant manager 
n/a n/a L3,L5,L7, The letter that is 
sent and signed is 
not recorded in the 
grant application 
system. Also  no 
information is 
available concerning 
the roles of 
resources 
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ST51 For all cases where DI 
datum lagere vaststelling 
is executed, a specification 
of the deductions that are 
applied to the preliminary 
grant amount must be 
added to the letter that is 
sent to the applicant 
n/a n/a L5,L6, The letter that is 
sent is not in the 
grant application 
system. Also, a 
record of valid 
grounds for 
deduction s not 
available 
ST52 For all cases where DI 
datum ontvbev 
verantwoording compleet 
is executed, A) one of the 
follower activities must be 
executed within 13 weeks 
of the date of DI Datum 
verantwoording, OR  B) if 
DI datum ontvbev 
verantwoording compleet 
is not executed, one of the 
following activities must 
be executed before august 
1, 2015 
ST52a Filter 
ST52b Filter 
19 cases are 
non-compliant 
71 cases are 
non-compliant 
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Appendix 5: Report of Audit Conformance – Grant Application Process 
Disco Filter Results 
ST1 Filter 163 cases are non-compliant 
ST2 Filter 6 cases are non-compliant with the filter.. None of these 
cases were forwarded to beoordelen aanvraag. All were 
closed and no grants were payed. So, 100% compliancy to 
the business rule. 
ST3 Filter: select all cases that contain activity 
opvragen extra info aanvraag, but do not 
contain activity ontvangen extra info aanvraag. 
Then select all cases that contain activity 
verlenen aanvraag 
6 cases are non-compliant with the filter.  
ST4 filter. First, al cases where request for 
additional information is sent are filter. Next a 
follower filter tis applied tp filter all cases that 
took longer than the legally permitted 8 weeks 
to reach a descision. 
9 cases did not comply. 1 case of these did comply after 
the extended time was added 
ST5 filter. 210 cases do not comply.  
ST7 Filter: all cases where this time period >14 
days 
4 cases are non-compliant 
ST9 Filter: filter on 4 grant types, and  activity 'DI 
ontvangstbevestiging' volledig'  
166 = 100% of all cases are non-compliant 
ST10 Filter 2 cases passed the filter. However, these were incomplete 
applications for which another confirmation was sent.  So 
all cases were compliant 
ST15 filter 4 Cases are non-compliant 
ST16a,b,c,d, filter ST16a: 17 cases are non-compliant 
ST16b: 0 cases 
ST16c: 7 cases 
ST16d: 0 cases 
ST17 filter 13 cases are non-compliant 
ST18 filter 295 cases are non-compliant 
ST24 Filter 286 cases are non-compliant 
ST25a Filter: all cases where no 
ontvangstbevestiging verantwoording was sent 
ST25b Filter: 
ST25A: 5 cases are non-compliant 
ST25b: 20 cases are non compliant 
ST27 Filter 0 cases are non-compliant 
ST28 Filter 72 cases are non-compliant 
ST29 Filter 0 cases are non-compliant 
ST32 Filter 44 cases are non-compliant 
ST33 Filter 96 cases are non-compliant 
St34 Filter 21 cases are non-compliant 
ST38 Filter 190 cases are non-compliant 
ST40 Filter 199 cases are non-compliant 
ST42 Filter 139 cases are non-compliant 
ST43 Filter 55 cases are non-compliant 
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ST44 Filter 54 cases are non-compliant 
ST52a Filter 
ST52b Filter 
19 cases are non-compliant 
71 cases are non-compliant 
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Appendix 6: Full Experimental Protocol: Invoices Process 
 
Step Category Activity Reference document 
1. Export from 
source system 
The purchasing invoices process workflow is implemented 
in the OpenText eDocs Document Management System.  
To obtain the event log of the invoices process, the IBM 
Cognos BI application is used to select and export the 
relevant data from eDocs. For this experiment, a selection 
is made based on the activity/step date in the eDocs 
workflow with execution start date values 01-01-2015<= 
date <=31-12-2015. 
The following fields were exported: 
The export was then saved as a CSV file. 
Export DMS 1504 
(behandelgang en activiteit 
in een kolom).csv 
2. Data translation The CSV file was loaded in MS Excel. In order to make the 
activity names comprehensible, a table was made to 
translate them from Dutch to English. Using search and 
replace, all activities were then renamed in English.  
Translation of invoice 
process activities Dutch – 
English.xlsx 
 
Export DMS Purchasing 
Invoices 160415 
translated.csv 
3. Data 
anonymisation 
The source file contains named users in the ‘Typist’ field 
that we will use as resources. For privacy reasons, this 
information must be de-personalised. For this purpose, 
we loaded the file of step 2 in Disco, with ‘Typist’  as the 
resource field and then anonymised the file using the 
export function with appropriate settings.  
 
 
 
Export DMS Purchasing 
Invoices 160415 translated 
anonimized.csv 
4.  Data import We used the anonymised csv file for import in Disco. The 
following mapping was used for import: 
- Registratienummer  Case 
- Systeem ID  ignored, as this as a unique 
number for each activity name and did not add 
usefull information 
- Startdatum (correct)  timestamp for the log 
- Typist  resource that executes the activity 
- Behandelgang of activiteit  Activity 
 
The imported log contains 774.195 events in 51.978 cases. 
Other metrics in the metrics file. 
 
After importing, a Disco project was made and saved. 
 
 
 
 
 
 
 
 
 
 
 
 
 
Metrics.zip 
 
Purchasing invoices 
process.dsc 
5. Providing an 
overview of the 
process 
In order to get insight in the invoice process that is found 
in the log, we started by analysing the process map. As 
can be seen, the unfiltered process map is not directly 
understandable.  
 
To simplify, a filter was applied to exclusively show 
activities that were most frequent in the log (relative 
frequency <1%) 
 
Finally, we removed cases from the log that started 
before the selection timeframe, or were not finished 
during the selection timeframe.  Looking at the process 
map, it became clear that ‘purchasing invoices 2.0’ is the 
first step in the process, and ‘end process’ of ‘ ended 
prematurely’ is the final step. We applied an endpoint 
filter to keep only complete cases. 
 
The resulting process map and filters were saved.  
 
 
 
St.5 process map.jpg 
 
 
St.5 Relative activity 
frequency.png 
 
 
 
 
 
 
St.5 Endpoint filter and most 
frequent activities.recipe 
 
St.5 filtered process map.jpg 
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6. Ascertaining 
what part of the 
activities 
contained in the 
log is relevant 
and pertinent to 
the business 
process. 
Two meetings were held with business experts, auditors 
and the DMS system administrator. In the first meeting, 
the most common steps and start- and endpoints of the 
process were determined (see step 5). In the second 
meeting, the filtered process map was examined and 
number of example cases were reviewed to determine if 
the experts could ‘recognize’ the process as compared 
with the normative process and match it with system 
activities. 
 
In summary, users could identify all main steps of the 
process (labelled 1 - 6) and several of the (unlabelled) 
substeps. However, some of the substeps could not be 
identified by the users, because they were automatic 
system activities. The first and last step of the process are 
examples of this. 
 
7. Constructing the 
audit framework 
to be evaluated 
using audit 
criteria. 
As a source for constructing the audit framework, we used 
the internal control framework for the purchasing 
process. Sheet ‘CF inkoopfacturen’ contains the process 
table of the invoice process. As step 1 and 2 of the process 
are conducted outside eDocs (no logging available), we 
focused on step 3 – 9. 
 
The framework was scanned for all statements that could 
possibly be verified using the event log. These statements 
can be found in the following original columns: 
- Procesverloop (Proces activity description, clmn 
E) 
- Risico (risks identified, clmn F) 
- Verwachte interne beheersingsmaatregelen mbt 
risico’s (expected internal control measures, 
clmn H 
- Geautomatiseerde beheersmaatregelen 
(automated control measures, clmn I) 
- Handmatige beheersmaatregelen mbv IT data 
analyse (IT dependent controls, clmn J) 
- Handmatige beheersmaatregelen (manual 
controls, clmn K) 
 
The resulting statements are available in the reference 
document. 47 Verifiable statements were identified. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
St.7 Purchasing Control 
framework to 
statements.xlsx 
8. Constructing 
Filters for the 
business process 
In this step, the statements are evaluated. If possible, they 
are rephrased as business rules using natural controlled 
language. Next, the process activities that play a role in 
evaluating the business rule are identified.  
 
To end this step, we evaluate if it is possible to filter the 
log in Disco to verify the business rule. 
 
 
 
St.8 Statements to Business 
rules to filters.xlsx 
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Appendix 8: Sheet of Statements – Invoices Process 
 
ST. NO Statement ENG Process 
activities 
affected 
Business Rule 
ST1.1 1.1. Every invoice must be present in the 
system only one time 
Scanning For every invoice, a invoice with the 
same properties of invoice date, amount 
payable, and account number cannot be 
found 
ST1.2 1.2. Every invoice that is scanned must 
be present in the system 
Scanning Every invoice that is scanned is present in 
the scanning system 
ST1.3 1.3. The information on every invoice 
must be complete and correct after it is 
scanned in the system 
Scanning Every invoice that is scanned has the 
correct invoice information in the 
registered fields 
ST1.4 1.4. Only employees of the DIV 
department can delete invoices from the 
system 
Scanning Every invoice that is deleted had a 
resource with the role DIV 
ST1.5 1.5. Every invoice must be scanned 
within half a working day after receiving 
the invoice 
Scanning For every invoice, the date received 
stamp on the invoice and the scandate 
must not be more than one working day 
ST1.6 1.6. Of every scanned invoice, the 
number of pages is counted and 
documented 
Scanning For every invoice the number of pages 
matches with the number of pages of the 
scanned document in the system 
ST2.1 2.1. Of all invoices, date, invoice number, 
account number, commitment number 
and amount payable are automatically 
imported in the system 
Importing  For every invoice that is imported: the 
fields invoice date, invoice number, 
account number, commitment number 
and amount payable are not empty at 
the start of the activity importing 
ST2.2 2.2. For every invoice, the date, invoice 
number, account number, commitment 
number and amount payable are visually 
checked with the scanned document. 
Importing  For every invoice, the date, invoice 
number, account number, commitment 
number and amount payable are have 
been visually compared with de scan of 
the invoice 
ST2.3 2.3. For every batch of scanned invoices, 
the total number of pages is recorded 
and compared to the total number of 
pages of the original documents. 
Importing  For every batch of documents, the total 
number of pages in the scanned batch is 
equal to the total number of pages of the 
original batch. 
ST3.1 3.1. An audit trail is logged of all steps in 
the invoice process 
all the event log contains all steps that are 
described in the audit document  
ST3.2 3.2. All invoice data is (correctly) 
tranferred to eDocs 
purchasing 
invoices 2.0 
the system contains all data that is in the 
invoice and this data is the same 
ST3.3 3.3. A check on completeness is done 
regarding the invoice data that is 
imported to eDocs 
purchasing 
invoices 2.0 
all completed cases must have the 
activity 'purchasing invoices 2.0'  
ST3.4 3.4. A check on amount payable and 
currency notation is performed when 
importing to eDocs 
purchasing 
invoices 2.0 
all completed cases must have the 
activity purchasing invoices 2.0 
ST3.5 3.5. If anything fails in the import of 
invoices to eDocs, the person responsible 
notices directly 
purchasing 
invoices 2.0 
if an error occurs, an action is taken by 
the resource  
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ST4.1 4.1. A resource of  department 'FA' 
processes the invoice in eDocs and adds 
the following information:  
- description 
- BTW code and amount 
- department to send invoice to 
- supplier id (if known) 
invoice at block 
manager 
In the activity ' invoice at block manager,  
a resource adds the following 
information:  
- description 
- BTW code and amount 
- department to send invoice to 
- supplier id (if known) 
ST4.2 4.2 If supplier ID is known, supplier 
information is added to the invoice 
invoice at block 
manager 
If supplier ID is known, supplier 
information is added to the invoice 
during activity invoice at block manager 
ST4.3 4.3. To check for invoices that are 
booked multiple times, an employee of 
'FA'  checks the supplier ID and external 
invoice number for duplicates 
invoice at block 
manager 
for every invoice, a a check of duplicate 
bookings is done. 
ST4.4 4.4. New supplier ID's can only be made 
by authorised resources 
invoice at block 
manager 
Only a resource of the type 'block 
manager' can input a new supplier ID 
ST4.5 4.5. Invoices that are connected to a 
commitment that was already in the 
financial system, are automatically 
updated with booking entry information 
invoice at block 
manager 
For all invoices with a commitment in the 
financial system,  booking entry 
information will not be entered by the 
resource 
ST4.6 4.6. All users that use eDocs are logged none for all activities the resource field must 
be filled 
ST4.7 4.7.  If the maximum time interval for 
invoice processing is reached, a 
notification is sent 
invoice at block 
manager 
If the maximum time interval for invoice 
processing is reached, a notification is 
sent 
ST4.8 4.8. If an invoice refers to more then one 
commitment that was already in the 
financial system, all booking entries must 
be entered manually except the first one 
invoice at block 
manager 
For all commitments that are related to 
the same invoice, only the first 
commitment is not entered by the 
resource 
ST4.9 4.9. Editing Supplier details cannot be 
performed in the same processes and by 
the same resource that enters the 
booking details of the invoice 
invoice at block 
manager,  
process invoice 
for all cases, the activity 'invoice at block 
manager' must have a different resource 
as the activity 'process invoice' 
ST4.10 4.10. Process times can be determind for 
every activity in the process 
invoice at block 
manager,  
process invoice 
For all activities, a time stamp is available 
ST4.11 4.11. All resources have proper 
authorisation 
all activities every activity can only be executed by a 
authorised resource 
ST4.12 4.12. A resource of the ' FA' visually 
compares invoice details to the scanned 
original 
invoice at block 
manager 
For every invoice, a visual comparison is 
made 
ST4.13 4.13. All invoices that are received 
digitally (via e-mail) will only be accepted 
if they are in .pdf format 
imported from 
e-mail 
for all activities imported from e-mail, 
the file is in pdf format 
ST4.14 4.14. A weekly report of duplicate 
invoices is made 
invoice at block 
manager 
A weekly report of duplicate invoices is 
made 
ST5.1 5.1. Imported invoices are rerouted to ' 
blokbeheerders' (employees that can 
select the department for further 
processing of the invoice) after the 
necesarry information is added 
invoice at block 
manager 
an invoice can only be transfered to ' 
invoice at block manager after 
information is added 
ST5.2 5.2. It is not possible to directly reroute 
an imported invoice to a specific 
department  
invoice at block 
manager, 
purchasing 
invoices 2.0 
For all  invoices, the activity that follows ' 
purchasing invoices 2.0'  in the process is 
always ' invoice at block manager' 
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ST5.3 5.3 A resource can have authorisations 
for both performing ' FA' (first step) and ' 
blokbeheerder' (second step), but not if 
it is a new employee 
invoice at block 
manager, 
purchasing 
invoices 2.0 
New employees cannot perform both 
purchasing invoices 2.0  and invoice at 
block manager for the same invoice 
ST5.4 5.4. Resource authorisations are 
maintained both regularly and 
proactively by system administrators 
none Resource authorisations are maintained 
both regularly and proactively by system 
administrators 
ST6.1 6.1  Only the resource with role ' 
blokbeheerder' reroutes the invoice to 
the department to authorise payment 
invoice at block 
manager, 
recieve and 
reroute 
Activities ' invoice at block manager'  and 
'recieve and reroute' must have the same 
resource 
ST6.2 6.2 The invoice entry typist and 
blokbeheerder are never the same 
person in any case. 
purchasing 
invoices 2.0, 
recieve and 
reroute 
For every invoice, the resource of 
activities ' purchasing invoices 2.0' and ' 
recieve and reroute' must be different 
ST6.3 6.3 The resource called blokbeheerder 
checks the entered invoice details 
recieve and 
reroute 
for every invoice, the booking details are 
checked by the resource with the role ' 
blokbeheerder' 
ST6.4 6.4 To be able to reroute the invoice to a 
department for autorisation, al required 
fields must be entered 
recieve and 
reroute, encode 
invoice 
for every invoice that reaches activity 
4.encode invoice, all mandatory fields 
are entered ( list of mandatory fields is 
available) 
ST7.1 7.1 The invoice cannot be rerouted to the 
next activity unless the 'Approver' field is 
filled in with a resource 
encode invoice For every invoice that leaves activity 4. 
encode invoice, the approver field is 
filled 
ST7.2 7.2 Department resource can change 
booking combination and amount 
payable 
encode invoice Resources that are autohorised to 
perform the 4. encode invoice activity, 
can only change booking combination 
and amount payable. 
ST7.3 7.3 Invoice lines can be  added invoice line 
added 
If an invoice needs to be split for 
approval by more than one resource, the 
invoice can be split into invoice lines 
ST7.4 7.4 If invoice amount does not match the 
amount payable, the system generates a 
warning  
encode invoice If invoice amount does not match the 
amount payable, the system generates a 
warning  
ST7.5 7.5 If resources are absent, replacements 
are designated 
encode invoice For every resource that is not available, a 
resource with the same authorisation is 
avialable 
ST7.6 7.6 If amount payable of the invoice 
>25.000, a  previous commitment must 
be present in the financial system 
encode invoice For every invoice with a total amount 
payable that is larger than 25.000 euro, a 
commitment has to be avialable in the 
financial system for the same amount 
and same invoice 
ST7.7 7.7 An invoice can only be encoded with 
booking entries that are assigned to the 
authorizing department  
encode invoice Each invoice that is encoded by a 
department, can only use booking 
combinations for the encoding that are 
assigned to that department 
ST7.8 7.8 For all invoices, the performance 
check must be executed (however, this is 
not enforced by eDocs) 
performance 
check, end 
invoice process 
For every invoice that has reached the 
final step of the process 'end invoice 
process', activity 3. Performance check 
must be in the process 
ST7.9 7.9 For all invoices, the comment on the 
performance check must be executed 
(this is not enforced by eDocs) 
3. Performance 
check 
For every case that passed the 
performance check, the comment field 
must not be empty 
ST8.1 8.1 If a commitment  for the invoice was 
made in the financial system, the invoice 
is first approved by the budget 
administrator 
6. Approve 
invoice 
If a commitment in the financial system 
is found, the acitivity 6. approve invoice 
is performed by a resource with the role 
of budget administrator 
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ST8.2 8.2 Only invocices that are approved by 
the budget owner can be rerouted to the 
next activity 
Invoice line 
approved, 
Process Invoice 
No invoice can be rerouted to activity 
'process invoice' without going through 
the 'invoice line approved' activity  
ST8.3 8.3 Approval can only be made on 
booking combinations that belong to the 
department of the budget owner 
6. Approve 
invoice 
The budget owner can only approve 
invoices that are encoded for booking 
combinations that are assigned by the 
financial system to the department of 
the budget owner 
ST8.4 8.4 A budget administrator can not be a 
budget owner 
6. Approve 
invoice 
No resource with the role budget 
administrator can be budget owner 
ST9.1 9.1. All approved invoices are checked by 
the financial consultant 
Process invoice Activity process invoice is only executed 
by resources with the role of financial 
consultant 
ST9.2 9.2 The financial consultant can only edit 
booking combination 
Process invoice In activity 'Process invoice' ,  a resource 
can only edit the booking combination 
fields 
ST9.3 9.3 Once the financial consultant has 
released the invoice, it will be 
automatically processed for payment in 
the financial system 
Process invoice, 
end invoice 
process 
For every invoice that reaches activity 
end invoice process, a transaction is 
available in the financial system 
ST9.4 9.4 Before releasing the invoice, all 
invoice lines must be approved 
Process invoice, 
end invoice 
process 
For every invoice, all invoice lines must 
be approved before the invoice is 
rerouted to the 'end invoice process' 
acitivity 
ST9.5 9.5 Before releasing the invoice, the 
performance check must be ' ok' 
Status 
performance 
check changed 
to 'OK', end 
invoice process 
If an invoice has an activity 'Performance 
check', the invoice can not be rerouted 
to activity 'end invoice process' without 
activity ' Status performance check 
changed to 'OK' 
ST9.6 9.6. The entire invoice process must be 
completed within 30 days 
purchasing 
invoices 2.0, 
end invoice 
process 
For each case, the total time elapsed 
between the first activity in the log and 
the last activity in the log cannot be 
longer than 30 days 
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Appendix 9: List of Disco Filters – Invoices Process 
 
ST. NO Business Rule Disco Filter Result Limitation 
Category 
Comment 
ST1.1 For every invoice, a invoice with 
the same properties of invoice 
date, amount payable, and 
account number cannot be 
found 
n/a n/a L2, the information concerning 
invoice date amount 
payable and account 
number is not in the log. 
ST1.2 Every invoice that is scanned is 
present in the scanning system 
n/a n/a L5, Scanning is performed in 
the KOFAX system, not in 
eDocs. No log of KOFAX is 
available 
ST1.3 Every invoice that is scanned 
has the correct invoice 
information in the registered 
fields 
n/a n/a L5, The check is a human 
activity. No logging is 
available to verify if it is 
performed. 
ST1.4 Every invoice that is deleted 
had a resource with the role DIV 
n/a n/a L5, A logging of user names 
and roles over time is not 
available 
ST1.5 For every invoice, the date 
received stamp on the invoice 
and the scandate must not be 
more than one working day 
n/a n/a L5, The received stamp is a 
physical stamp and is not 
digitally present 
ST1.6 For every invoice the number of 
pages matches with the number 
of pages of the scanned 
document in the system 
n/a n/a L5, The number of pages  of 
the physical document is 
not registered digitally 
ST2.1 For every invoice that is 
imported: the fields invoice 
date, invoice number, account 
number, commitment number 
and amount payable are not 
empty at the start of the 
activity importing 
n/a n/a L2, The fields mentioned are 
not present in the log. 
ST2.2 For every invoice, the date, 
invoice number, account 
number, commitment number 
and amount payable are have 
been visually compared with de 
scan of the invoice 
n/a n/a L5, The check is a human 
activity. No logging is 
available to verify if it is 
performed. 
ST2.3 For every batch of documents, 
the total number of pages in 
the scanned batch is equal to 
the total number of pages of 
the original batch. 
n/a n/a L5, The number of pages of the 
toriginal documents is 
counted manually and not 
recorded in the system 
ST3.1 the event log contains all steps 
that are described in the audit 
document  
n/a 2 steps are 
non-
compliant. The 
first two steps 
(scanning and 
importing) are 
not part of the 
activities in 
the event log 
as these are 
L7, This can only be checked by 
comparison of activities to 
the audit document 
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performed in 
different 
systems 
ST3.2 the system contains all data 
that is in the invoice and this 
data is the same 
n/a n/a L5, This can only be checked by 
visually checking the data 
in the system to the 
original invoice 
ST3.3 all completed cases must have 
the activity 'purchasing invoices 
2.0'  
3.3. Filter 195 cases are 
non-compliant 
L5,L7, it is impossible to tell which 
cases are completed and 
do not have the activity 
purchasing invoices 2.0, as  
this is defined as the 
starting activity. We can 
assume that there are no 
cases where the time 
between purchasing 
invoices 2.0. and the next 
step is longer than 6 weeks. 
In that case, a filter is 
possible. Also, a number of 
checks are performed in 
this step, and which of 
them is actually performed 
is not logged. 
ST3.4 all completed cases must have 
the activity purchasing invoices 
2.0 
3.3. Filter 195 cases are 
non-compliant 
L5,L7, see above 
ST3.5 if an error occurs, an action is 
taken by the resource  
n/a unknown L2, error information is not 
provided in the log.  
ST4.1 In the activity ' invoice at block 
manager,  a resource adds the 
following information:  
- description 
- BTW code and amount 
- department to send invoice to 
- supplier id (if known) 
n/a unknown L2, information of fields that 
are / are not added is not 
provided in the log 
ST4.2 If supplier ID is known, supplier 
information is added to the 
invoice during activity invoice at 
block manager 
n/a unknown L2,L4, fields containing supplier 
information are not in the 
log and cannot be verified. 
Also, the check if a supplier 
ID is know is performed in a 
different IS 
ST4.3 for every invoice, a a check of 
duplicate bookings is done. 
n/a unknown L5, This check is performed in 
a different IS. 
ST4.4 Only a resource of the type 
'block manager' can input a new 
supplier ID 
n/a unknown L3,   
ST4.5 For all invoices with a 
commitment in the financial 
system,  booking entry 
information will not be entered 
by the resource 
n/a unknown L4, The log contains no 
information regarding 
commitments 
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ST4.6 for all activities the resource 
field must be filled 
n/a 0 cases are 
non-compliant 
L1, This must be manually 
checked during importing 
of the log file. The tool 
cannot filter process 
instances based on field 
content 
ST4.7 If the maximum time interval 
for invoice processing is 
reached, a notification is sent 
n/a unknown L8, Not information concerning 
maximum process times 
between activities is 
specified 
ST4.8 For all commitments that are 
related to the same invoice, 
only the first commitment is not 
entered by the resource 
n/a unknown L2,L4,L5, Information regarding 
commitments is not in the 
IS. Also, the log contains no 
data on which information 
is entered 
ST4.9 for all cases, the activity 'invoice 
at block manager' must have a 
different resource as the 
activity 'process invoice' 
4.9 
filter.recipe 
420 cases 
have the same 
resource for 
both activities 
and are non-
compliant 
    
ST4.10 For all activities, a time stamp is 
available 
n/a 0 cases are 
non-compliant 
L1, This must be manually 
checked during import. . 
The tool cannot filter 
process instances based on 
field content 
ST4.11 every activity can only be 
executed by a authorised 
resource 
n/a unknown L3, to verify this rule, 
information concerning 
autorisation and roles must 
be available. 
ST4.12 For every invoice, a visual 
comparison is made 
n/a unknown L5, The check is a human 
activity. No logging is 
available to verify if it is 
performed. 
ST4.13 for all activities imported from 
e-mail, the file is in pdf format 
4.13 
filter.recipe 
unknown L5, The log shows that 
imported from e-mail is a 
different process. Also, 
information concerning the 
file type and e-mailed 
invoices that are 
approved/rejected is not 
recorded 
ST4.14 A weekly report of duplicate 
invoices is made 
n/a unknown L5, Reporting is generated 
from a different system, of 
which no logging is 
available. The generation of 
the report is not an activity 
in the process 
ST5.1 an invoice can only be 
transfered to ' invoice at block 
manager after information is 
added 
n/a unknown L2,L8, No further information is 
available about which data 
is considered necessary. 
Also, the log contains no 
detailed information on 
which data is added in each 
step.  
ST5.2 For all  invoices, the activity that 
follows ' purchasing invoices 
2.0'  in the process is always ' 
invoice at block manager' 
5.2 filter.zip 0 cases are 
non-compliant 
  compliancy is checked by 
testing the opposite, 
resulting in 0 cases where 
the first activity is NOT 
directly followed by ' 
invoice at block manager.  
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ST5.3 New employees cannot perform 
both purchasing invoices 2.0  
and invoice at block manager 
for the same invoice 
n/a unknown L5,L8, the log system contains no 
data on which employees 
are new. Also, no definition 
of new is provided 
ST5.4 Resource authorisations are 
maintained both regularly and 
proactively by system 
administrators 
n/a n/a L2,L3, No information is available 
in the log concerning the 
maintenance of resource 
authorizations.  
ST6.1 Activities ' invoice at block 
manager'  and 'recieve and 
reroute' must have the same 
resource 
6.1 
filter.recipe 
36 cases are 
non-compliant 
L2,L3, The rule can only partially 
be checked, as no 
information on users and 
roles is available. We 
checked under the 
assumption that the same 
user performs the two 
activities mentioned 
ST6.2 For every invoice, the resource 
of activities ' purchasing 
invoices 2.0' and ' recieve and 
reroute' must be different 
6.2 
filter.recipe; 
AC 6.2  
25.595 cases 
are non-
compliant 
  In the audit document, a 
comment is made that this 
rule is not enforced. 
ST6.3 for every invoice, the booking 
details are checked by the 
resource with the role ' 
blokbeheerder' 
n/a n/a L5, The checking is a human 
activity.No record is kept 
wheter it is performed or 
not 
ST6.4 for every invoice that reaches 
activity 4.encode invoice, all 
mandatory fields are entered ( 
list of mandatory fields is 
available) 
n/a n/a L2, Information of fields that 
are required is not in the 
log. 
ST7.1 For every invoice that leaves 
activity 4. encode invoice, the 
approver field is filled 
n/a n/a L2, Information on the 
approver field is not in the 
log 
ST7.2 Resources that are autohorised 
to perform the 4. encode 
invoice activity, can only change 
booking combination and 
amount payable. 
n/a n/a L2, The log should contain all 
other fields that can 
possibly be edited in order 
to verify this rule.  
ST7.3 If an invoice needs to be split 
for approval by more than one 
resource, the invoice can be 
split into invoice lines 
7.3 
Filter.recipe 
4.622 cases 
have passed 
through this 
activity 
L9, As the adding of invoice 
lines is optional, no criteria 
can be verified.  
ST7.4 If invoice amount does not 
match the amount payable, the 
system generates a warning  
n/a n/a L2,L9, Resources can ignore the 
warning, this is not 
recorded. Also, no 
information about the 
amount payable and total 
of invoice is in the system 
ST7.5 For every resource that is not 
available, a resource with the 
same authorisation is avialable 
n/a n/a L3,   
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ST7.6 For every invoice with a total 
amount payable that is larger 
than 25.000 euro, a 
commitment has to be avialable 
in the financial system for the 
same amount and same invoice 
n/a n/a L2,L4,L10, The commitment part of 
the rule applies to the 
purchasing process, and is 
a constraint for the 
invoices process. 
Information about the 
commitments that are 
present in the financial 
system and total amount 
payable is not in the log 
ST7.7 Each invoice that is encoded by 
a department, can only use 
booking combinations for the 
encoding that are assigned to 
that department 
n/a n/a L2,L4, No information on booking 
combinations, resources 
and departments, and 
autorized booking 
combinations in 
departments is in the log. 
ST7.8 For every invoice that has 
reached the final step of the 
process 'end invoice process', 
activity 3. Performance check 
must be in the process 
7.8 
Filter.recipe 
12.750 cases 
are non-
compliant 
  Procedure: selected only 
cases which are completed 
with the ' end process' 
step. The made a filter that 
selects all performance 
check activities in the 
process, and checked the 
number of cases that did 
not contain one of these 
activities. 
ST7.9 For every case that passed the 
performance check, the 
comment field must not be 
empty 
n/a n/a L2, information on the 
comment field is not in the 
log 
ST8.1 If a commitment in the financial 
system is found, the acitivity 6. 
approve invoice is performed by 
a resource with the role of 
budget administrator 
n/a n/a L2,L3,L4,   
ST8.2 No invoice can be rerouted to 
activity 'process invoice' 
without going through the 
'invoice line approved' activity  
8.2 
Filter.recipe 
2 cases are 
non-compliant 
    
ST8.3 The budget owner can only 
approve invoices that are 
encoded for booking 
combinations that are assigned 
by the financial system to the 
department of the budget 
owner 
n/a n/a L2,L3,L4,   
ST8.4 No resource with the role 
budget administrator can be 
budget owner 
n/a n/a L3,   
ST9.1 Activity process invoice is only 
executed by resources with the 
role of financial consultant 
n/a na/ L3,   
ST9.2 In activity 'Process invoice' ,  a 
resource can only edit the 
booking combination fields 
n/a n/a L2,L3,   
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ST9.3 For every invoice that reaches 
activity end invoice process, a 
transaction is available in the 
financial system 
n/a n/a L5, The financial system is 
separate from the invoice 
system 
ST9.4 For every invoice, all invoice 
lines must be approved before 
the invoice is rerouted to the 
'end invoice process' acitivity 
n/a n/a L1, This requires counting of 
the number of times an 
acitivity 'add invoice line' is 
performed and compare it 
to the number of times 
another activity 'approve 
invoice line'  is performed. 
This cannot be done 
directly 
ST9.5 If an invoice has an activity 
'Performance check', the 
invoice can not be rerouted to 
activity 'end invoice process' 
without activity ' Status 
performance check changed to 
'OK' 
9.5 Filter 734 cases are 
non-compliant 
    
ST9.6 For each case, the total time 
elapsed between the first 
activity in the log and the last 
activity in the log cannot be 
longer than 30 days 
9.6 Filter 6302 cases are 
non-compliant 
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Appendix 10: Report of audit conformance – Invoices Process 
 
ST. 
NO 
Business Rule Disco Filter Result Comment 
ST3.1 the event log 
contains all steps 
that are described in 
the audit document  
n/a 2 steps are non-
compliant. The first 
two steps (scanning 
and importing) are 
not part of the 
activities in the event 
log as these are 
performed in different 
systems 
This can only be checked by comparison of 
activities to the audit document 
ST3.3 all completed cases 
must have the 
activity 'purchasing 
invoices 2.0'  
3.3. Filter 195 cases are non-
compliant 
it is impossible to tell which cases are completed 
and do not have the activity purchasing invoices 
2.0, as  this is defined as the starting activity. We 
can assume that there are no cases where the 
time between purchasing invoices 2.0. and the 
next step is longer than 6 weeks. In that case, a 
filter is possible. Also, a number of checks are 
performed in this step, and which of them is 
actually performed is not logged. 
ST3.4 all completed cases 
must have the 
activity purchasing 
invoices 2.0 
3.3. Filter 195 cases are non-
compliant 
see above 
ST4.9 for all cases, the 
activity 'invoice at 
block manager' must 
have a different 
resource as the 
activity 'process 
invoice' 
4.9 
filter.recipe 
420 cases have the 
same resource for 
both activities and are 
non-compliant 
  
ST5.2 For all  invoices, the 
activity that follows ' 
purchasing invoices 
2.0'  in the process is 
always ' invoice at 
block manager' 
5.2 filter.zip 0 cases are non-
compliant 
compliancy is checked by testing the opposite, 
resulting in 0 cases where the first activity is 
NOT directly followed by ' invoice at block 
manager.  
ST6.1 Activities ' invoice at 
block manager'  and 
'recieve and reroute' 
must have the same 
resource 
6.1 
filter.recipe 
36 cases are non-
compliant 
The rule can only partially be checked, as no 
information on users and roles is available. We 
checked under the assumption that the same 
user performs the two activities mentioned 
ST6.2 For every invoice, 
the resource of 
activities ' purchasing 
invoices 2.0' and ' 
recieve and reroute' 
must be different 
6.2 
filter.recipe; 
AC 6.2  
25.595 cases are non-
compliant 
In the audit document, a comment is made that 
this rule is not enforced. 
ST7.3 If an invoice needs to 
be split for approval 
by more than one 
resource, the invoice 
can be split into 
invoice lines 
7.3 
Filter.recipe 
4.622 cases have 
passed through this 
activity 
As the adding of invoice lines is optional, no 
criteria can be verified.  
ST7.8 For every invoice 
that has reached the 
final step of the 
process 'end invoice 
7.8 
Filter.recipe 
12.750 cases are non-
compliant 
Procedure: selected only cases which are 
completed with the ' end process' step. The 
made a filter that selects all performance check 
activities in the process, and checked the 
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process', activity 3. 
Performance check 
must be in the 
process 
number of cases that did not contain one of 
these activities. 
ST8.2 No invoice can be 
rerouted to activity 
'process invoice' 
without going 
through the 'invoice 
line approved' 
activity  
8.2 
Filter.recipe 
2 cases are non-
compliant 
  
ST9.5 If an invoice has an 
activity 'Performance 
check', the invoice 
can not be rerouted 
to activity 'end 
invoice process' 
without activity ' 
Status performance 
check changed to 
'OK' 
9.5 Filter 734 cases are non-
compliant 
  
ST9.6 For each case, the 
total time elapsed 
between the first 
activity in the log and 
the last activity in 
the log cannot be 
longer than 30 days 
9.6 Filter 6302 cases are non-
compliant 
  
 
 
 
 
 
